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MODULE

AML: Anti-Money Laundering & Combating of Financial
Crime

CHAPTER

AML-A: Introduction

AML-A.1

AML-A.1.1

AML-A.1.2

AML-A.13

AML-A.14

Purpose

Executive Summary

ThisModuleis acomprehensive frameworkrofes anduidance aimkeat combating
money laundering and terrorist finan@ngd applies to allapital Market Service
Provides. In so doing, it helps implement tRATF Recommendations on
combating money laundering and financing of terrorism and prolifesatexhby
theFinancial Action Task Force (FATF), that are relev&@dupital MrketService
Providers It also helps implement IOSCO guidance in this areaVioth#ealso
contains measures relating to the combating of fraudcepite market

The ModulerequireCapital Market Service Providersaveeffective artimoney

|l aundering (0AMLOG) policies and proced

the financing of Modulecontains detailed @dniFemdnts
relatingto customedue diligence, reporting and the role and dutié® dfloney

Laundering Reporting Officer (MLRO). Furthermore, examples of suspicious activity

are provided, to ass&pitaMarketServiceProvideranonitor transactions and fulfil
their repoting oblgations under Bahrdiawand this Module

Legal Basis

This Module containstheCe nt r al Bank oDiredwfas ai n

amended from time to time)regarding the combatingef-financial-erime
money laundering and terrorism finanmg, and is issued under the
powers available to theCBB under Article 38 of theCentral Bank of
Bahrain and Financi al | nst. tThet i
Directive in this Module is applicable to all Capital Market Service
Providers

For anexplanat n o f t h e-makirg) Bhéwers and different regulatory
instruments, sesection UG1.1.

AML: Anti -Money Laundering & Combating of Financial Crime July 2016
Section AML-A.1: Page 1 of 1
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MODULE AML: é?itln;(l\e/loney Laundering & Combating of Financial

CHAPTER AML-A: Introduction

AML-A.2 Module History

Evolution of Module

AML-A.2.1  This Modulewas first issued i@ctober2010. Any materiathangeghat have
subsequently been madehisModuleare annotated with the calendar quarter date
in which the change made ChaptertUG-3 provides further details on Rualebk
maint@ance and version control.

AML-A.2.2 Prior to the introduction of this Module, the CBB had issued various regulatory
instruments containing requirements covering different aspects of financial crime.
The CBB issued Ministerial Order No. 1 @42@ith Repect to Directives Relating
to the Pevention & Prohibition of Money Laundering at the Bahrain Stock Exchange
(BSE) and this Order was applicable to the BSE, issBeudfiesrokerage firms
and offices, registration offices, issue undersyrestblishments accredited with
receivingmoney relating to the subscriptionSefcuritiescustodians dbecurities
banks accredited for clearance of transactions carried out at the BSE, dealers in
Securitiesand all other entities concerned aithling irBecurities

AML-A.23 A list of reent changes made to thleduleis detailed in the table below:

Change o
Module Ref. Description of Changes

AML-A.1.3 07/2011 Clarified legal basis.
AML-7.1 07/2011 Clarified the Rules dealing with samigal sareholdings.
AML-4.2.3 10/2014 Updated method of submitting STRs.
AML-4.4 10/2014 Updated relevant authorities information.
AML 07/2016 Updated to reflect February 2012 update to FATF Recommendations.
AML-4.2.3 07/2016 Updated instructions f&TR.
AML-1.2.9A 01/2017 Addedguidance paragraph on CR printing
AML-1.1.2A 10/2017 Added new paragraph on the verification of identity and source of funds.
AML-1.1.2B 10/2017 Added new paragraph on the verification of identity and source of funds.
AML-1.2.7 102017 Amendedaragraph.
AML-1.2.8A 10/2017 Added new paragraph on legal entities or legal arrangements CDD.
ﬁmtggﬂf’ 10/2017 Amended paragraphs on-g@oing CSS and Transaction Monitoring.
AML-3.1.4A 10/2017 Qggggnpaz?rﬁaa&l(ﬁggtgggg he MLRO oiDMLRO position with any other
AML-B.2.4 01/2018 Amended paragraph.
AML-1.8.1 01/2018 Amended paragraph.
AML-1.10.1 01/2018 Deleted suiparagraph (a).
AML-4.2.6 01/2018 Amerded paragraph.
AML-9.1.4 01/2018 Amencedparagraph.
AML-9.2.2 01/2018 Deleted paragraph.

AML: Anti -Money Laundering & Combating of Financial Crime January 2018

Section AML-A.2: Page 1 of3
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CHAPTER AML-A:

Introduction

AML-A.2 Module History (continued)

Module Ref. Change Date Description of Changes

AML-1.12
AML-1.10.2
AML-1.10.3
AML-1.10.9
AML-1.10.1
AML-33.2

AML-3.3.46 AML-3.3.5

AML-1.2.9A
AML-1.9.2
AML-3.1.8
AML-3.2.1
AML-4.2.3
AML-4.4.2
AML-7.1.2
AML-9.2.1AA
AML-B.1.1
AML-B.13
AML-B.3
AML-C
AML-1
AML-1.1.1

AML-1.1.2

AML-1.1.145 AML-
1.1.16

AML-1.2.1
AML-1.2.5
AML-1.3.4
AML-1.4.7
AML-1.5.4
AML-1.9

AML-1.9.1

AML-1.11

AML-2.2.1
AML-2A
AML-3.1.5
AML-3.1.5A
AML-3.1.7

07/2018
07/2018
07/2018
07/2018
01/2019
01/2019
01/2019
10/2019
10/2019
10/2019
10/2019
10/2019
10/2019
10/2019
10/2019
01/2020
01/2020
01/2020
01/2020
01/2020
01/2020
01/2020

01/2020

01/2020
01/2020
01/2020
01/2020
01/2020
01/2020
01/2020

01/2020

01/2020
01/2020
01/2020
01/2020
01/2020

Deleted Sulparagrapla)

Amended Paragraph deleting cross reference.

Deleted Paragraph.
Deleted Paragraph
Amended references.
Amended references.
Amended references.
Amended reference.
Amended authority name.
Amended authority name .
Amended authority name .
Amended authority name .
Amended authority name .
Deleted Paragraph.

Added a newaragraph on Terrorist Financing.

Added éascreptptld censeeso.

Deleted Paragraph.
Deleted Section.

Added new Chapter ORi sk Bas:
Rename the ChapterdoCu st omer Due Di | i

Amended Paragraph on procedures approval.

Added subparagraph (i).
Added new paragraphs

Added sukparagraph (n).

Added new suparagraph (f).

Added new paragraph.

Added new paragraph.

Deleted paragraph.

Rename the section t
Amended paragraph.

on O0Su:

o O0Shell

Added new section 0Enh aandeetd

Account s o
Amended Paragraph.

Added new chapter.
Amended Paragraph.
Added Paragraph.
AmendedsubParagraph (a).

AML: Anti -Money Laundering & Combating of Financial Crime

Section AML-A.2: Page2 of 3
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MODULE AML: é?itln;g/loney Laundering & Combating of Financial

CHAPTER AML-A: Introduction

AML-A.2 Module History (continued)

Change -
Module Ref. Description of Changes

AML-3.3.2 01/2020  Amended Paragraph.
AML-3.3.5 01/2020  Amended Paragraph on report submission date.

AML-3.3.22 3 AML- 01/2020  Added Paragraphs.

3.3.2E

AML-6.1.1A5 AML- 01/2020  Added Paragraphs.

6.1.1C

AML-8.1.1 01/2020  Deleted Paragraph.

AML-8.1.1A 01/2020  Added Paragraph.

AML-11.1.2 01/2020  Added paragraph.

AML-5.1.6A 01/2021  Added a newaragrap on requiements to hire new employees.

AML-A.1.3 2021 Amended Paragraph to replace financial crime with money launderi
terrorism financing

AML-C 2021 Replaced Intracttion withriskbased approach (RBA)

AML-1.1 Amendments to general requirementatroduce additional rules for

2021 nonresident customers, amendments to customers onboarded priol

completion of customer due diligence, digital onboarding etc.

AML-1.2 2021 Amendments to recogniseKE¥ C and electronic documents law.

AML-1.3 2021 Amendments to introduce additional guidance in enhanced due dili¢
requirements.

AML-1.4 2021 Amendments to introduce detailed requirements for digital onboardi
andrelated requirements.

AML-1.52 2021 Amendments relating to digital onbdasgcf Bahraini PEPs.

AML-1.108A 2021 Amended Paragraph.

AML-331B 2021 Amended Paragraph

Superseded Requirements

AML-A.2.4  This Module supersedes the following provisions contained in Circulars or other
regulatory insaiments:

Circular/other references Subject

In respect of the Directives Relating to the Prevent
Resolution No. 1 of 2004 All and Prohibition of Money Laundering at the Bahrai
Stock Exchange

AML: Anti -Money Laundering & Combating of Financial Crime 202
Section AML-A.2: Page3 of 3
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MODULE AML: é?itln;g/loney Laundering & Combating of Financial

CHAPTER AML-A: Introduction

AML -A.3 Interaction with Other Modules

AML-A.3.1  All Capital Market Service Providarst comply with all the othelevanModules
in Volume 6 in addition to other applicables]aules and regulatto

AML: Anti -Money Laundering & Combating of Financial Crime October 2010
Section AML-A.3: Page 1 of 1
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MODULE

AML: Anti-Money Laundering & Combating of Financial
Crime

CHAPTER

AML-B: Scope of Application

AML-B.1

AML-B.1.1

AML-B.1.2

AML-B.1.3

AML-B.14

Scope of Application

This Module cont ains the CBBO6s DMoneycti ve
Laundering and Combaing of Financial Crimeand is issued under the
powers available to the CBB under Article 38 of the CBB Law. The
Directive under this Module is applicable to alCapital Market Service
Providersand relevantPersons including but not limited to issuers of
Securitiesor any Person acting on their behalf, licensed exchanges,
licensed market operators, licensed clearing houses, depositories,
investment firms, collective investment undertakings, business trusts,
listed companies,crypto-asset licenseesany Person acting for or on
behalf of listed companiesPersonsaccredited with receiving money
relating to the subscription of Securities custodian of Securities
settlement banks, dealers ibecurities share registrars, lead managers,
underwriters, professimal advisors, listingagents, auditors, financial
analysts, credit rating agencies and any othé&erson concerned with
dealing in Securities irrespective of whether suclPersonis a Capital
Market Service Provider or not. These ruks are issued by way oh
legally-binding Directive.

CapitalMarketServiceProvidersthat are subsidiaries of an overseas based group
may apply additional AML/CFT policies and procedures, provided they satisfy the
minimum reguirements contaiden this Module.

[This Paragraph was deleted in January 2020].

The requirements of tHidoduleare in addition to arslipplement Decree Law No.

(4) of 2001 with respect to tReevention andProhibition of theLaundering of
Money this Law was subsequentbdated, with the issuance of Decree Law No. 54
of 2006 with respect to amending certain provisions of Decree dl®001
(coll ecti vel yThe AMLhLaw irApddes obligatidng generally in
relation to the prevention ofomey launderingnd thecombating of the financing

of terrorismto allPersonsesident in Bahrain (including financial services firms such
as Capital Market Service Provider3.  All Capital Market Service Providersare
therefore under the statutory o#ligns of that Law, eddition to the more specific
requirements contained in thisdule Nothing in thidModuleis intended to restrict

the application of the AML Law (a copy of which is contained in Part Biofé/o

6 Capital Marke}]s, undemt@&@S3 wyp g Indlspancuadd in ®art® .is a
copy of Decree Law No. 58 of 2006 with respect to the protection of society from
terrorism atteirvioriesm (a&awlheé .ant i

AML: Anti -Money Laundering & Combating of Financial Crime January 2020
Section AML-B.1: Page 1 of 1
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MODULE

AML: Anti-Money Laundering & Combating of Financial
Crime

CHAPTER

AML-B: Scope of Application

AML-B.2

AML -B.2.1

AML -B.2.2

AML-B.2.3

AML -B.2.4

Overseas Subsidiaries and Branches

Capital Market Service Providers must apply the requirements in this

Module to all their branches and subsidiaries operating both in the
Kingdom of Bahrain ard in foreign jurisdictions. Where local
standards differ, the higher standard must be followedCapital Market
Service Providers must pay particular attention to procedurs in

branches or subsidiaries in countries that do not or insufficiently apply
the FATF Recommendationsand do not have adequate AML/CFT
procedures, systems and controls (see also Section AML1).

Where another j u regudationse pgreivemtna@apitall a w s
Market Service Providefor any of its foreign branches or sutidiaries)

from applying the same standards contained in thistodule or higher,
the Capital Market Service Providemust immediately inform theCBB
in writing.

In such instances, tikBB will review alternatives with tGapital Market Service
Provider Should th€eBB and theCapitalMarketServiceProviderbe unable to
reach agreement on the satisfactory implementation dathigein a foreign
subsidiary or branch, tiapitalMarketServiceProvidermay be required liie
CBBto cease theperations of the subsady or branch in the foreign jurisdiatio
guestion.

Financial groups must implement groupwide programmes against
money laundering and terrorist financing including policies and
procedures for sharing information witln the group for AML/CF T
purposes which must also be applicable and appropriate to, all
branches and subsidiaries of the financial group. These must include:

(@)

(b)
(c)
(d)

The development of internal policies, procedures and controls,
including appropriate compliance management arrangements
and adequate screening procedures to smre high standards
when hiring employees;

An ongoing employee training programme;

An independent audit function to test the system;

Policies and procedures for sharing information requirecf the
purposes of CDDand money laundering and terrorist finaniong
risk management;

AML: Anti -Money Laundering & Combating of Financial Crime January 2018
Section AML-B.2: Page 1 oR
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MODULE AML: An_tl-Money Laundering & Combating of Financial
Crime
CHAPTER AML-B: Scope of Application
AML-B.2 Overseas Subsidiaries and Branches (contiad)
(e) The provision at group-level compliance, audit, and/or
AML/CFT functions of customer, account and transaction
information from branches and subsidiaries when necessary for
AML/CFT purposes; and
(H  Adequate safeguards on the confidentiality and use of
information exchanged.
AML: Anti -Money Laundering & Combating of Financial Crime January 2018

Section AML-B.2: Page2 of 2
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MODULE AML: é?itln;g/loney Laundering & Combating of Financial

CHAPTER AML-B: This Section was deleted in January 2020

AML-B.3 [This Section was deleted in January 2020].

AML: Anti -Money Laundering & Combating of Financial Crime January 2020
Section AML-B.3: Page 1 of 2
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MODULE AML: é?itln;g/loney Laundering & Combating of Financial

CHAPTER AML-C: Risk Based Approach

AML-C.1 tntroduction Risk Based Approach

regularly-assessing Beap-ital— Mar ket MLSHERFvrsks.dt Pr ovi de

AML-C.1.5 Capital Market Service Providers must implement Risk Based
Approach (RBA) in establishing an AML/CFT/CPF program and
conduct ML/TF/PF risk assessments prior to and during the
establishment of a business tationship and, on an mgoing basis,
throughout the course of its relatioship with the customer. The
licenseemust establish and implement policies, procedures, tools and
systems commensurate with the size, nature and complexity of its
business operationgo support its RBA.

AML: Anti -Money Laundering & Combating of Financial Crime 202
Section AML-C.1:
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MODULE AML: An_tl-Money Laundering & Combating of Financial
Crime
CHAPTER AML-C: Risk Based Approach
AML-C.1 tntroduction Risk Based Approach
AML-C.1.6 Capital Market Service Providersnust perform enhanced measures where
higher ML/TF/P F risks are identified to effectively manage and mitigate
those higher risks.
AML-C.17 Capital Market Service Providersnust maintain and regularly review and
L1 update the documented risk assessment. Thesk management and
mitigation measures implementedby a Capital Market Service Provider
must be commensurate with the identified ML/TF/PF risks.
AML-C.18 Capital Market Service Providex must allocate adequate financial, human
1 and technical resources rad expertise to effectively implemenand take
appropriate preventive measures to mitigate ML/TF/PF risks.
AML: Anti -Money Laundering & Combating of Financial Crime 202

Section AML-C.1:
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MODULE AML: é?itln;g/loney Laundering & Combating of Financial

CHAPTER AML-C: Risk Based Approach

AML-C.2 Risk Assessment

AML: Anti -Money Laundering & Combating of Financial Crime 202
Section AML-C.2:
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MODULE AML: ,é?itln;g/loney Laundering & Combating of Financial

CHAPTER AML-C: Risk Based Approach

AML-C.2 Risk Assessment (continued)

1

AML-C.2.7 Capital market service providersmust ensure that it takes measures to

L1 identify, assess, monitor, manage and mitigate ML/TF/PFrisks to which
it is exposed and that the measures taken are commensurate with the
nature, scale and complexities of its activities. Thask assessment must
enable thelicenseeto understand how, ando what extent, it is vulnerable
to ML/TF/PF.

AML: Anti -Money Laundering & Combating of Financial Crime 202
Section AML-C.2:
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MODULE AML: é?it'n;g/loney Laundering & Combating of Financial

CHAPTER AML-C: Risk Based Approach

AML-C.2 Risk Assessment¢ontinued)

AML-C.28 In the context of theriskas s es s ment , oproliferation
to the potential kreach, nonimplementation or evasion of the targeted
financial sanctions obligations referred to in FAF Recommendation 7.

AML-C.29 The risk assessment must be properly documented, regularly updated and
communicated to thecapital market service provided s s eni or manage
Licenseesmust have in place policies, controls and procedurg#hich are
approved by senior managementp enablethem to manage and mitigate
the risks that have been identifiedln conducting its risk assessments, the
capital market service providermust considerquantitative and qualitative
information obtained from the relevant internal and external sources to
identify, manage and mitigate these risks. This may include consideration
of the risk and threat assessments using, natiahrisk assessments, sectorial
risk assessments, crime statistics, typologies, risk indicators, red flags,
guidance and advisories issuedby inter-governmental organisations,
national competent authorities and the FATF, and AML/CFT/CPF mutual
evaluation ard follow-up reports by the FATFor associated assessment
bodies.

1

AML-C.210 Capital market service providersmust assess country/geograbic risk,

L | customer/investor risk, product/ service/ transactions risk and
distribution channel risk taking into consideration the appropriate factors
in identifying and assessing the ML/TF/PF risks, including the following:

a) The nature, scale, diversity ath complexity of its business, products and
target markets;

b) Products, services and transactions that inherently providenore
anonymity, ability to pool underlying customers/funds, caskbased,
faceto-face, non faceto-face, domestic or cros$order;

c) The vdume and size of its transactions, nature of activity ante profile
of its customers

d) The proportion of customers iéntified as high risk;

e) Its target markets and the jurisdictions it is exposed to, either through
its own activities or the activities of astomers, especially jurisdictions
with relatively higher levels of corruption or organised crime, and/or
deficient AML/CFT/CPF controls and listed by FATF;

f) The complexity of the transaction chain (e.g. complex layers of
intermediaries and sub intermediaes or distribution channels that may
anonymise or obscure tie chain of transactions) and types of
distributors or intermediaries;

AML: Anti -Money Laundering & Combating of Financial Crime 202
SectionAML-C.2:
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MODULE AML: ,é?itln;g/loney Laundering & Combating of Financial
CHAPTER AML-C: Risk Based Approach
AML-C.2 Risk Assessment (continued)

AML-C.2.11

AML-C.2.12

g) The distribution channels, including the extent to which theCapital
market service povider deals directly with the customer and the extent
to which it relies (or is allowed to rely) o third parties to conduct CDD
and theuse of technologyand

h) Internal audit, external audit or regulatory inspection findings.

Country/Geographic risk

Country/geographic area risk, in conjunction with other risk factors, prasedigls
information as to potential ML/TF/PF risksactors that may be considered as indicators
of higher risk include:

(a) Countries identified by credible sources, sschmudual evaluation or detailed
assessment reports or published fellpwreports, as mohaving adequate
AML/CFT/CPF systems;

(b) Countries bgeographic areas identified by credible sources as providing funding or
support for terrorist activities, or thatvéadesignated terrorist organisations
operating within their country;

(c) Countries identified by credible sources as having signifidanafleeeruption or
organized crimer other criminal activity, including source or transit countries for
illegal drug, human trafficking and smuggling and illegal gambling;

(d) Countries subgt to sanctions, embargoes or similar measures issued byidernati
organisations such as the United Nations Organisation; and

(e) Countries identified by credible sources as havikgewesnance, law enforcement,
and regulatory regimes, including cemidentified by the FATF statements as
having weak AML/CFT/CPF ggmes, and for which financial institutions should
give special attention to business relationships and transactions.

Customer/Investor risk
Categories of customers which idicate a higher risk include:

(a) The business relationship is cotellidn unusual circumstances (e.g. significant
unexplained geographic distance between the financial institutienarstamer).

(b) Non-resident customers;

(c) Legal persons or arrangemerds dne personal asketding vehicles;

(d) Companies that have nomiséareholders or shares in bearer form;

(e) Businesses that are cagbnsive;

() The ownership structure of the company agpanusual or excessively complex
given the natuusmesyf the companyds b

(g) Customer is sanctioned by the relevant national competeaotita for non
compliance with the applicable AML/CFT/CPF regime and is not engaging in
remediation to improve iteropliance;

AML: Anti -Money Laundering & Combating of Financial Crime 202
Section AML-C.2:
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MODULE AML: é:‘it'n;g/loney Laundering & Combating of Financial

CHAPTER AML-C: Risk Based Approach

AML-C.2 Risk Assessment (continued)

(h)Cust omer is a PEP or c dosd asso@ated are HEBsmi | y
(includirg where a beneficial owner of a custama PEP);

(i) Customer resides in or whose primary source of income originates frask high
jurisdictions;

(1) Customer resides in countries considered to be uncooperative in drewvieficgal
ownership informatiormustomer has been mentioned in negadws reports from
credible media, particularly those related to predicate offences for AML/CFT/CPF
or to financial crimes;

(K Cust omer ds transact i on s thcrimoal iowlvemena pot e
typologiesor red flags provided in reports prodd by the FATF or national
competent authorities;

(I) Customer is engaged in, or derives wealth or revenues frornisk bagtintensive
business;

(m) The number of STRs and their pdirconcentration on particulaent groups;

(n) Customers who have saoetexposure; and

(o) Customer has a nd@ransparent ownership structure

Product/Service/Transactions risk

AML-C.2.13 An overall risk assessment should include determining the Ipasistipresented by
product, serves transaction or the delivery charofethe Capital market service
providers A Capital market service providbould assess, using a RBA, the extent to
which the offering of its product, service, transaction or the delivery channel presents
potentiavulnerabilities to placement, laygonintegration of criminal proceeds into the
financial system.

AML-C.2.14 Determining the risks of product, service, transaction or the delivery channel offered to
customers may include a consideration of theiuédsijbas well as any associatied ris
mitigation measures. Products and services that may indicate a higtiadesk
(a) Private banking;

(b) Anonymous transactions (which may include cash);

(c) Non-faceto-face business relationships or transactions;

(d) Payment regived from unknown or eassociatetthird parties;

(e) Products or services that may inherently favour anonymity or obscure information
about underlying customer transactions

(f) The geographical reach of the product or sesffeed, such as those emanating
from higher risk jurisdictions;

(g) Prodwts with unusuatomplexity or structure and with no obvious economic
purpose;

(h) Products or services that permit the unrestricted or anonymous transfer of value (by
payment or change of asset ownership) to an unreledguhtty, particularly those
residng in a higheiisk jurisdiction; and

AML: Anti -Money Laundering & Combating of Financial Crime 202
Section AML-C.2:
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AML-C.2 Risk Assessment (continued)

(a) Use of new technologies payment methods not used in the normal course of
business by themnventional bank licensee

Distribution channel risk

AML-C.2.15 A customer may request transactions that pose an inhéighdy risk to the
conventional bank licensé@actors that mdye considered as indicators of higher risk
include:

(a) A request is made to transfer funds to a higher risk jurisdiction/country/region
without a reasonable business purpose provided; and

(b) A transaction is requested to be executed, wheliegihgeés madeaware that the
transaction will be cleared/settled through an unregulated entity

AML-C.2.16 Capital market servipsovidersshould analyse the specific risk factors, which arise from
therse of i ntermediaries and menhreay varywithr vi c e s
respect to the activity they undertake and their relationship @#ptted market service
provider. Capital market service providgreuld understand who the intermegdimand
perform a risk assessment on the intermegxtiarjoestablishing a business relationship.
Licenseeand intermediaries should establish clearly their respective biiiperfsi
compliance with applicable regulation.

AML: Anti -Money Laundering & Combating of Financial Crime 202
Section AML-C.2:



w2 Central Bank of Bahrain Volume 6:
W‘ Rulebook Capital Markets

MODULE AML: ,é?itln;le\}/loney Laundering & Combating of Financial

CHAPTER AML-C: Risk Based Approach

AML-C.3 Risk Management and Mitigation

AML: Anti -Money Laundering & Combating of Financial Crime 202
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CHAPTER AML -1:  Customer DueDiligence Requirements

AML-11 General Requirements

Veerification of Identity and Source of Funds

AML-1.1.1 Capital Market Service Providers must establish effective systematic
internal procedures for establishingand verifying the identity of their
customers and the source of thefunds. Such procedures must be set

out in writing and approved by theCapital Market ServicePr ovisder ©
seniormanagementand must be strictly adhered to.

AML-1.1.2 Capital Market Sevice Provides must implement the customer due

diligence measures otlined in Chapter AML -1 when:

(&) [This Sub-paragraph was deleted in July 2018]

(b) Establishing business relations with a new or existing customer;

(c) A change to the signatory or beeficiary of an existing account or
business relationship is made;

(d) Customer documentation standards change substantially;

(e) The Capital Market Service Providehas doubts about the veracity
or adequacy of previously obtained customer due diligence
information;

(H A significant transaction takes placdas perrule AML-2.23);

(g) There is a material change in the way that an accountaperated
or in the manner in which the business relationship is conducted

(h) There is a suspicion oMoney L aundering or terrorist financing;
or

(i) Carrying outaccepted crypteassetstransfers and/or wire transfers
irrespective of value and/or amount.

AML-1.1.2A Capital Market Service Providermust understand, and as appropriate,
obtain information on the purpcse and intended nature of the business
relationship.

AML -1.1.2B Capital Market Service Providersnust conduct ongoing due diligence

on the business relationship, including:

(@) Scrutinizing transactions undertaken throughout the course of
that relationship to ensure that the transactions being conducted
areconsistentwt h the institutionds knowl e
their business andrisk profile, including, where necessary, the
source of funds; and

AML: Anti -Money Laundering & Combating of Financial Crime January 2020
SectionAML-1.1:
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CHAPTER AML -1: Customer Due DiligenceRequirements
AML-1.1 General Requirements (continued)

—

AML-1.1.3

AML-1.1.4

AML -1.1.%

(b)  Ensuring that documents, data or information collected under the

CDD process iskept up-to-date and relevant, by undertaking
reviews of existing records, particularly for higher risk categories
of customers.

1

AML-1.1.2C A capital market service providermust also review and update the
customersd risk profile based on the
onboarding and regularly tmoughout the life of the relationship. The risk
management and mitigdion measures implemented by aapital market

service provigermust be commensurate with the risk profile of the customer

or type of customer.

For the purposes of thisModwWec ust omer 8 i ncludes counterp
markets countegpties, except whe@apital Market Service Providsmes ating as

principals where simplified due diligence measures may apply. These simplified
measures are set out in section AMO.

The CBBO6s specific mini riuasped to aanifgimgr ds t o
customer identity and source of fuadscontained in section AML2. Enhanced
requirements apply under certain -nigkh situations: these requirements are
contined in sections AML 3 to AML:1.7 inclusive. Additional requirenseapply

where &apital Market Service Provigerelyingon a professional intermediary to

perform certain parts of the customer due diligence process: these are detailed in
section ML-1.8. Simplified customer due diligence measures may apptgdh defi
circumstances: these are set out in sectior1AMNL

Verification of Third Parties

Capital Market Service Providey must obtain a signed statementin
hard copy or thraugh digital meansfrom all new customers (or for one
off transactionsabove the BD6,000 threshold) confirming whether or
not the customer is acting onhis their own behalf or not. This
undertaking must be obtained prior to conducting any transactions
with the customer oncerned.

AML: Anti -Money Laundering & Combating of Financial Crime 2021
Section AML-1.1:
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CHAPTER AML -1: Customer Due DiligenceRequirements

AML-1.1 General Requirements (continued)

AML-1.1.6 Where a customer is acting on behalf of a third party, th€apital

Market Service Providemust also obtain asigned statement from the

third party, confirming they have given authority to the customer tact

on their behalf. Where the third party is a legal person, th€apital

Market Service Providermust have sight of the original Board

resoltion (or other apdicable document) authorising the customer to

act on the third partyods behalf, and

AML-1.1.Y Capital Market Service Providersnust establish and verify tle identity of
the customer and (where applicable) the party/parties on whesbehalf the
customer is acting, including the Beneficial Owner of the funds.
Verification must take place in accordance with the requirements specifie
in this Chapter.

AML -1.18] Where capital market services are provided to a minor or other person
lacking full legal capacity, the normal identification procedures as set out in
this Chapter must be followed. In the case of minors, Capital Market Sergi
Providers must additionaly verify the identity of the parent(s) or legal
guardian(s). Where a thirdparty on behalf of a person lacking full legal
capacity wishes to open business relations, the Capital Market Service
Provider must establish the identy of that third party, as vell as the person
conducting the business.

AML: Anti -Money Laundering & Combating of Financial Crime 2021
Section AML-1.1:
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CHAPTER

AML -1:  Customer Due DiligenceRequirements

AML-1.1

AML-1.1.9

AML-1.1.10

General Requirements (continued)

Anonymous and Nominee Accounts

Capital Market Service Providey must not establish or keep
anonymous accounts or accounts in fictitious names. Whefeapital
Market Service Provides maintain a nominee account, which is
controlled by or held for the benefit of another person, the identity of
that person must be disclosd to the Capital Market Serice Provider
and verified by it inaccordance with the requirements specified in this
Chapter.

Timing o f Verification

Capital Market Service Providey must not commence a business
relationship or undertake a—eeeasional transaction (above the
threshold) with a customer before completion of the relevant customer
due diligence ( écli®@ndChaptenAMLsluGa@tal s p
Market Service Providersnust also adopt risk management procedures
with respect to the conditions under which a cusimer may utilise the
business relationship prior to verificationHowever, verification may be
completed after receipt of funds in the case of norfaceto-face
business, or the subsequent submission of CDD documents by the
customer afterundertaking initial customer due diligenceface-toface
contaetprowviding provided that no disbursement of funds takes plze
until after the requirements of thisChapter have been fully met.

AML: Anti -Money Laundering & Combating of Financial Crime 2021

Section AML-1.1:



;;--" Central Bank of Bahrain Volume 6:
W' Rulebook Capital Markets

AML: Anti-Money Laundering & Combating of Financial

MODULE .
Crime
CHAPTER AML -1:  Customer Due DiligenceReguirements
AML-1.1 General Requirements (continued)
Incomplete Customer Due Diligence
AML-1.1.11 Where aCapital Market Service Providers unable to comply with the
requirements specified in Chapter AMLEL, itmust consider whether to
terminate the relationship or not proceed with the transaction. If it
proceeds with the transaction (to avoid tipping off the customer), it
should additiondly consider whether it should file a Suspicious
Transaction Report.
AML-1.1.12  See also Chapter AML, which covers the filing of Suspicious Transaction Reports.
AML-1.1.13 The CBB will monitor the application of these requiremer@apdal Market

Sev i c e P existing cdistomear Base.

Suspicious Wallet Addresses

AML-1.1.14 A crypto-asset licenseemust establish and implement policies for

AML-1.1.1%

identification of wallet addresses that are suspected of ML/TF
(suspicious wallet addresses).

A crypto-asset licenseemust not establish or continue business
relationship with or transact with suspicious wallet addresses referred to
in Paragraph1.1.14.

AML-1.1.6| Where a crypto-asset licenseeidentifies or becomes aware of a
suspicious wallet address, it must immediately file a Suspicious
Transaction Report (STR and also notify the CBB.
Non-Resident Accounts
1
AML-1.1.17 Capital Market Service Providershat esablish a business relationship
L | ortransact or deal withnon-resident customers must have documented
criteria for acceptance of business with such perssnFor nonresident
customers,licenseesmust ensure the following:
(@) Ensure there is a viable economieason for the business relationship;
(b) Perform enhanceddue diligence;
(c) Obtain and document the country of residence for tax purposes where
relevant;
(d) Obtain evidence of banking relationships in the country of residence;
(e) Obtain the reasons for dealing vth licensee in Bahrain;
() Obtain an indicative transactionvolume and/or value of incoming
funds; and
(g) Test that the persons are contactable without unreanable delays.
AML: Anti -Money Laundering & Combating of Financial Crime 2021
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CHAPTER

AML -1:  Customer Due DiligenceReguirements

AML-1.1

1
AML-1.1.18

I

General Requirements (continued)

Capital Market Service Providershat establish abusiness relationship
or transact or deal with norresident customers must have documented
approved polcies in place setting out the products and services which
will be offered to nonresident customers. Such policy document must
take into account a compehensive risk assessmertovering all risks
associated with the products and services offered to noesdents. The
licensee must also have detailed procedures to address the risks
associated with the dealings with nofresident customers including
procedures and processes relatghto authentication, genuineness of
transactions and their purpose.

1

AML-1.119 Capital Market Service Providersust not accept nonresidents customers

L1 from high risk jurisdictions subject to a call for action by FATF.

1

AML-11.20 Capital Market Service Providersnust take adequate precautions and risk

L1 mitigation measures beforeonboarding nonresident customersrom high
risk jurisdictions. The licenseesmust establish detailed assessments and
criteria that take into considerdon FATF mutual evaluations, FATF
guidance, the country national risk assessments (NRAs) and other
avalable guidance ononboarding and regaining non-resident customers
from the following high risk jurisdictions:
(@) Jurisdictions under increased monitoring § FATF;
(b) Countries upon which United Nations sanctions have been imposed

except those referred to in PagraphAML -1.119 and

(c) Countries that are the subject of any other sanctions.

1

AML-1.1.21 Capital Market Service Providershat deal with nonresident customers,

L1 other than with financial institutions, listed companies and governmental
authorities in FATF countries referred to inAML-1.10.1, must perform
enhanced due diligence for all its nomesident customers before
establishing the account relationsip and, thereafter, also perform
enhanced transaction monitoring throughout the course of the relationgh
with all non-resident customers.

1

AML-1.1.22 Capital Market Service Providermust establish systems and measures that

L | are proportional to the riskrelevant to each jurisdiction and this must be
documented. Such a document must show the risks, mitifan measures
for each jurisdiction and for each nosresident customer.

AML: Anti-Money Laundering & Combating of Financial Crime 2021
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CHAPTER AML -1:  Customer Due DiligenceReguirements

AML-1.1 General Requirements (continued)

1
AML-1.1.23 Capital Market Service Providersmust establish a comprehensive
L1 documented policy and procedures describing also the tools, methodology
and systensthats upport the | icenseeds proces
(@) The application of RBA;
(b) Customer due diligence;
(c) Ongoing transaction monitoring; and
(d) Reporting in relation to their transactions or dealings with nomesident
customers.

1

AML-1.1.24 Capital Market Service Roviders must ensure that only the

L1 official/lgovernment documents are accepted for the purpose of
information in SubparagraphsAML-1.2.1 (a) to (f) in the case of nen
resident customers.

1

AML-1.1.25 Customers residing outside Bahrain, are subject te #nhanced customer

L1 due diligence measures outlined in Section AM1.3. Capital market
service poviders must not establish a business relationship or transact or
deal with natural personsresiding outside the GCC through a digital
onboarding process.

AML: Anti -Money Laundering & Combating of Financial Crime 2021
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CHAPTER AML -1:  Customer Due DiligenceReguirements

AML-1.2 Faceto-Face Business

Natural Persons

AML-1.2.1 If the customer is a naturalPerson Capital Market Service Preiders

musti denti fy the personds identity and
before providing capital market services, as described iparagraph
AML-1.1.2:

(@) Full legal name and any other names used,;

(b) Full permanent address (i.e. the residential address dhe
customer; a post office box is insufficient);

(c) Date and place of birth;

(d) Nationality;

(e) Passprt number (if the customer is a passport holder);

()  Current CPR or lgama number (for residents of Bahrain or GCC
states)or government issued national identificaon proof;

(g) Telephone/fax number and email address (where applicable);

(h)  Occupation or public postion held (where applicable);

) Empl oyer ds name a&mplbyed, thd matirs afthd i f s e
selfemployment);

()  Type of account, and nature and volume of antated business
dealings with theCapital Market Service Provider

(k)  Sgnature of the customer(s)

()  Source of funds

(m) Source ofSecurities and

(n) Reason for opening the account

1

AML-1.2.1A Capital Market Service Providersobtaining the information and

L——1  customer signature electronically using digital applications must
comply with the applicable lawsgoverning the onboarding/business
relationship including but not limited to the Electronic Transactions
Law (Law No. 54 of 2018) for the purposes of obtaininggsiatures as
required in Subparagraph AML1.2.1 (k) above.

AML-1.2.2 See the Guidance Notesffiunder Supplementary Information in Part B of Volume
6) for further informatio on source of funds (rule AML2.1 (I)) and CDD
requirements for Bahrain resige(rule AMEL.2.1 (c) & (f)).

AML: Anti -Money Laundering & Combating of Financial Crime 2021
Section AML-1.2:
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CHAPTER AML -1:  Customer Due DiligenceRequirements

AML-1.2 Faceto-Face Business (continued)

AML -1.2.3| Capital market Service Providersmust verify the information in
Paragraph FG1.2.1 (a) to (f), by the following methods below} éeast
one of the copies of the identification documents mentioned in (a) and
(b) below must include a clear photograph of the customer:

(a) Confirmation of the date of birth and legal nameby use of the
national E-KYC application and if this is not pratical, by-taking
obtaining a copy of a current valid official original identification
document (e.g. birth certificate, passporthational identity card,
CPR orlgamaresidencepermit-rumbey;

(b) Confirmation of the permanent residential addresby use d the
national E-KYC application and if this is not practical, obtaininga
copy of a recent utility bill, bank statement or similar statement
from anothe licensee or financial institution, or some form of
official correspondence or official documentationcard, such as
national identity card or CPR, from a public/governmental
authority, or a tenancy agreement or record of home visit by an
official of the licensee; ad

(c) Where appropriate, direct contact with the customer by phone,
letter or email to conirm relevant information, such as residential
address information.

AML-1.2.4 Any document copied or obtained for the purpose of identification
verification in a faceto-face customer due diligence procesmust be an
original. An authorised official ofthe Capital Market Service Providemust
certify the copy, by writingheowith i t t
the date and hisname andsignature. Equivalent measures must be taken

for electronic copies.

AML -1.2.5 Identity documents which arenot obtained by an authorised official of the

Capital Market Service Providem original form (e.g. due to a customer

sending a copy by post following an initialmeeting) must instead be

certified (as perrule AML-1.2.4) by one of the following from a GCOr

FATF member state:

(@) Alawyer;

(b) A notary;

(c) A chartered/certified accountant;

(d) An official of a government ministry;

(e) An official of an embassy or consulat

() An official of another licensed financial institution or of an associate
company of the licensee

AML: Anti -Money Laundering & Combating of Financial Crime 2021
Section AML-1.2:
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CHAPTER AML -1:  Customer Due DiligenceRequirements

AML-1.2 Faceto-Face Businesgcontinued)

AML -1.2.6| The individual making the certification underrule AML-1.2.5 must g/e
clear contact details (e.g. by attaching a business card or company
stamp). TheCapital Market Service Providemust verify the identity of
the Personproviding the certification through checking membership of a
professional organisation (for lawyers or accountants), or through
checking against databases/websites, or by direct phone or email contact.
Legal Entities or Legal Arrangements (such as trusts)

AML-1.2.7| If the customer is a legal entity or a legal arrangement such as@mpany
or trust, the Capital Market Service Providemust obtain and record the
following information from original identification documents, databases
or websites, in hard copy oelectronic form, identify the customer and to
take reasonable measures to verify its identit
@ The entitydés full name and ot her
(b) Registration number (or equivalent);

(c) Legal formand statusand proof of existence

(d) Registered address and trading addressncluding a branch where

applicable);

(e) Objectives and ype of business activity;

(H Date and place of incorporation or establishment;

(g Telephone, faxnumber and email address;

(h) Regulatory body or listing body(for regulated activities suchas
financial services and listed companies);

(hh)  The namesof the relevant persons having a senior management
position in the legal entity or legal arrangement;

(1) Name of external auditor (where applicable);

() Type of account, and nature and volume of anticipated business
dealings with theCapital Market Service Provider

(k) Source of funds; and

)] Legal representative, such as Trustees or trusts.

AML: Anti -Money Laundering & Combating of Financial Crime 2021
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AML-1.2

AML -1.2.8

AML -1.2.8A

Faceto-Face Businesgcontinued)

The information provided underrule AML-1.2.7 must be verified by
obtaining certified copies of the following documents, as applicable
(depending on the legal form of the entity):

() Certificate of incorporation and/or certificate of commercial
registration or trust deed;

(b) Partnership agreement;

(c) Board resolution seeking the capital market services (only
necessary in the case of private or unlistecompanies);

(d) Identification documentation of the authorised signatories ahe
account (certification not necessary for companies listed in a
GCC/FATF state);

(e) Copy of the latest financial report and accounts, audited where
possible (audited copies do noheed to be certified);

() List of Personsauthorised to do business on behatff the company
and in the case of the opening of an account, Board resolution
(or other applicable document) authorising the name@ersonsto
operate the account (resolution onlynecessary for private or
unlisted companies) and

(g0 Memorandum andArticles of Association

For customers that are legal person§apital Market Service Providers

must identify and take reasonable measures to verify the identity of

beneficial avnersthrough the following information:

(&) The identity of the natural person(s) who ultnhately have a
controlling ownership interest in a legal person, and

(b) To the extent that there is doubt under (a) as to whether the person(s)
with the controlling ownership interest is thebeneficial owne(s), or
where no natural person exerts control fothe legal person or
arrangement through other means; and

(c) Where no natural person is identified under (a) or (b) above, the
identity of the relevant natural grsonwho holds the position of senior
managing official.

AML: Anti -Money Laundering & Combating of Financial Crime October 2017
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AML-1.2 Faceto-Face Businesgcontinued)

AML-1.2.9 Documents obtained to satisfy the requirements in rule AMi1.2.8
above must be certified in theananner specified in rules AML:-1.2.4 to
AML -1.2.6.

AML-1.2.9A For the purpose GubmragraptML-1.2.8(a), the requirement to obtain a certified
copy of the commerciatgistration, may be satisfied by obtaining a commercial
registration abstract printdatectly from the Ministry of Industry, Commerce and
Tourismdés website, through

AML-1.2.10 The documentary requirements ie AML-1.2.8 above do not apply in the case of
listed companies from countries whichraembers of FATF/GCC: see section
AML-1.8 below. Also, the documents listed in AN®.-1.2.8 above are not
exhaustive: for customers from overseas jurisdictionsetdsuof an equivalent
nature may be produced as datityt i sfactory

AML-1.2.11 Capital Market Service Provides must also obtain and document the

following due diligence information. These due diligence requirements

must be incorporated in the Capital Market Service Providesd new
business procedures:
(&) Enquire as tothe structure of the legal entity or trussufficient to
determine and verify the identity of the ultimate beneficial owner
of the funds or Securities the ultimate provider of funds or
Securities(if different), and the ultimate controller of the fundsor

(b)
()

(d)

(€)

(f)

(9)

Securities(if different);

Ascertain whether the legal entity has been or is in the process of
being wound up, dissolved, struck off or terminated,;

Obtain the names, country of residence and nabinality of
Directors or partners (only necessary for privator unlisted

companies);
Require, through new customer

documentation or other

transparent means, updates on significant changes to corporate

ownership and/or legal structure;

Obtain and verify theidentity of shareholders holding 20% or more
of the issuedcapital (where applicable). The requirement to verify
the identity of these shareholders does not apply in thease of

FATF/GCC listed companies;

In the case of tusts or similar arrangements, gablish the identity

of the settlor(s), trustee(s), and beaficiaries (including making
such reasonable enquiries as to ascertain the identity of any other
potential beneficiary, in addition to the named beneficiaries of the

trust); and

Where aCapital Market Service Providehas reasonable grounds

for questioning the authenticity of the information supplied by a
customer, conduct additional due diligence to confirm the above

information.

AML: Anti -Money Laundering & Combating of Financial Crime
Section AML-1.2:
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AML-1.2 Faceto-Face Businesgcontinued)

AML-1.2.12 For the purposes of rule AML2.11, acceptable means of undertaking such due
diligence might includaking bankeferences; visiting or contacting the company by
telephone; undertaking a camyp search or other commercial enquiries; accessing
public and private databases (such as stock exchange lists, if they are listed); making
enquiries through a busgs informabn service or credit bureau; confirming a
company09ds st at ulegalwriatchuntiagfirmagr pndeotgking other e
enquiries that are commercially reasonable.

AML-1.2.13 In cases where €apital Market Service Provider providing investment
management services to a regulated mutual fund, and is not responsiléigpr rece
i nvest ofreimghpaid intantidesupdt may limit its CDD to confirming that
the administrator of the fund is subject to FA&GHivalentustomer dueiligence
measures (seectionAML-1.7 for applicable measures). Where there are reasonabl
grounds for believing that investorso f
adequately verified by the administrator, theCapé&al Markete®vice Provier
should consider terminating its relationship with the fund.

AML: Anti -Money Laundering & Combating of Financial Crime October 2010
Section AML-1.2:
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CHAPTER AML -1:  Customer Due DiligenceRequirements

AML-1.3 Enhanced Customer Due DiligenceGeneral Requirenents

AML-1.3.1 Enhanced customer due diligence must be performed orthose

customers idenified as having a higher risk profile, and additional

inquiries made or information obtained in respect of those customers.
If the capital market service providedetermines that a beneficiary who

is a legal person or a legal arrangemepresents a higherrisk, it must
take enhanced measures which must include reasonable measures to
identify and verify the identity of the beneficial owner of the beneficiary,
at the time of payout.

AML-1.3.2 Capital market service providgineuldexamine, as far as readun possible, the

background and purpose of all complex, unusual large transactions, and all unusual

patterns of transactions, which have no apparent economitibplaipose. Where

the risks of money laundering or tastdinancing are higheapitd market service

providersshould conduct enhanced CDD measures, consistent with the risks

identified. In particular, they should increase the degree and natniooiny of

the business relationship, in order to deternwhether those transactions or

activities appear unusual or suspicious. The additional inquiries or information

referred to in Paragraph AML3.1 include:

(a) Obtaining additional information on ttestomer (e.g. occupation, volume of
assets, informatioavailable through public datalsadaternet, etc.), and
updating more regularly the identification data of customer and beneficial
owner;

(b) Obtaining additional information on the intended naturtheofbusiness
relationship;

(c) Obtaininginformation on the source of funds or source of kedltthe
customer;

(d) Obtaining information on the reasons for intended or performed transactions;

(e) Obtaining the approval of senior management to commence or cdi@inue t
business relationship;

(f) Conducting mhanced monitoring of the business relationshipchgasing
the number and timing of controls applied, and selecting patterns of
transactions that need further examination;

(g) Taking specific measures to identify thece of the first payment in this
acount and applying RBA to ensure that there is algdaersplanation in any
case where the first pay ment was not
account;

(h) Obtaining evidence of a person's permanent address theugh tf a credit
reference agency s#ror through independegbvernmental databasebgr
home visit;

(i) Obtaining a personal refereneey( by an existing customer of the Capital
Market Service Provider)

) Obtaining anot her Indcontaatsvithdhe eoncermetd y 6 s r
licenseeegarding the customer;

(k) Obtaining documentationaduthi ng t he customerds sour |

) Obtaining additional documentation 0
income; and
(m) Obtaining additional independent verificatmf employment or public
position had.
AML: Anti -Money Laundering & Combating of Financial Crime 2021
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CHAPTER AML -1:  Customer Due DiligenceRequirements

AML-1.3 Enhanced Customer Due DiligenceGeneral Requirements

AML-1.3.3 In addtion to the generalle contained inule AML-1.3.1 above, special care is
required inthe circumstances specifieddctiors AML-1.4 toAML-18 inclusive.

AML-1.3.4 Additional enhanced due diligence measures faesident accouttolders may
include the following:
(a) References provided by a regulated bank from a FATF country;
(b) Cetified copies of bank statements for a recemrh period; or
(c) References provided by a known customer of the bank licensee.

AML: Anti -Money Laundering & Combating of Financial Crime 2021
Section AML-1.3:
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CHAPTER AML -1:  Customer DueDiligence Requirements

AML-1.4 Enhanced Customer Due Diligence:
Non Faceto-Face Business and New Technologies

AML-1.4.1 Capital Market Service Providesmust establish specift procedures for
verifying customer identity where no facéo-face contact takes place.

AML-1.4.2 Where no faceto-face contact takes placeCapital Market Service

Providers must take additional measures (to those specified isection

AML -1.2), in orde to mitigate the potentially higher risk associated with

such business. In particular,Capital Market Service Provides must

take measures:

(a) To ensure that the customer ithe Personthey claim to be; and

(b) To ensure that the address providedisgani nel vy t he custon

AML-1.4.3 There are a number of checks that can provithp@alMarket Service Provider

with a reasonable degree of assurance as to the authenticity of the applicant. They
include:

(@) Telephone contact with the applicant on an extmtly verified home or
business number;

(b) With the cust omer 0 sployerdncenéirmemployert nt act i
via phone through a listed number or in wrigng;

(c) Salary details appearing on recent bank statements

(d) Independent verification of empiognt (e.g.: through the use of a national E
KYC application, or public position held,;

(e) Carying outadditional searches (e.g. internet searches using independent and
open sources) to better inform the customer risk profile;

(f) Carrying out additional searcfamsised on financial crime risk indicator (i.e.
negative news);

(g) Evaluating the informian proviced with regard to the destination of fund and
the reasons for the transaction;

(h) Seeking and verifying additional information from the customer about the
purpcse and intended nature of the transaction or the business relationship; and

() Increasing thfrequengand intensity of transaction monitoring.

AML: Anti -Money Laundering & Combating of Financial Crime 2021
Section AML-1.4:
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AML: Anti-Money Laundering & Combating of Financial
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CHAPTER

AML -1:  Customer Due DiligenceReguirements

AML-1.4

AML -1.4.4

AML-1.4.5

AML -1.4.¢

\

AML -1.4.7

Enhanced Customer Due Diligence:
Non Faceto-Face Business and New Technologies

(continued)

Capital market services providedusing digital channels via—pest,
telephone or internet pose greater challenges for cusher
identification and AML/CFT purposes. Capital Market Service
Providers must identify and assess the money laundering or terrorist
financing risks relevant to any new technology or channel arstablish
procedures to prevent the misuse of technologicalevelopments in
Money Laundering or terrorist financing schemes. The risk
assessments must be conS|stent Wlth the requirementsSectionAML -

Hme—te—ﬂme Speemea#y Capltal Market Serwce Pcuwders WhICh

provide screen based trading or online services to their customers must
setup programmes or systems to highlight unusual transactions to
enable the Capital Market Service Providers to report all such
transactions.

New Products, Practices and Technologies

Capital Market Service Providersnust identify and assess the money

laundering or terrorist financing risks that may arise in relation to:

(@) The developmentof new products and new business practices,
including new delivery mechanisms; and

(b)  The use of new or developing technologie®r both new and pre
existing products.

For purposes of Paragraph AMLEL.4.5, such a risk assessment must take
place prior to the launch of the new products, business practices or the
use of new or develping technologies. Capital Market Servie
Providers must take appropriate measures to manage and mitigate
those risks.

Capital Market Service Providers while complying with the
requirements of Paragraphs AMLEL.4.5 and AML1.4.6, must pay sgcial
attention to new products, new business practices, new delivery
mechanisms and new or developing technologies th&tvor anonymity.

AML: Anti -Money Laundering & Combating of Financial Crime 2021
Section AML-1.4:
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CHAPTER AML -1:  Customer Due DiligenceReguirements

AML-1.4 Enhanced Customer Due Diligence:
Non Faceto-Face Business and New Technologies
(continued)

Enhanced Monitoring

AML-1.4.8 Customers on barded digitally must be subject to enhanced egoing
account monitoring measures.

AML-1.4.9 The CBB may requirdieense¢o share the details of teehanced monitoring and
the ongoing monitoring procef® non faceo-face customer relationships.

Licenseedbs digital | D appl/lications

AML-1.4.10 Capital Market Servce Providersmay use its digital ID applications
L | that use secureaudio-visual real time (live video conferencing/live
photo selfies) communication means to identify the natural person.

1
AML-1.4.11 Capital Market Service Providersnust maintain a document available
L1 upon request for the use of its digital ID applications that includes all

the following information:

(a) A description of the nature of products and services for which the
proprietary digital ID application is planned to beused with specific
references to the rles in this Module for which it will be used;

(b) A description of the systems and IT infrastructure that are planned
to be used;

(c) A description of the technology and applicationshat have the
features for facial recogriion or biometric recognition to
authenticate independently and match the face and the customer
identification information available with the licensee. The process
and the features used in conjunction with video ederencing include,
among others, face reognition, three-dimensional face matchng
techniques etc;

(doLivenessoO checks created in the co

(e) A description of the governance arrangements related to this activity
including the availability of specially trained personal with sufficient
level of seniority;and

() Record keeping arrangements for electronic records to be maintained
and the relative audit.

AML: Anti -Money Laundering & Combating of Financial Crime 2021
Section AML-1.4:
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CHAPTER AML -1:  Customer Due DiligenceReguirements

AML-1.4 Enhanced Customer Due Diligence:
Non Faceto-Face Business and New Technologies
(continued)

1

AML-1.4.12 Capital Market Service Providershat intends to use its digital 1D

— ' application to idertify the customer and verify identity information must
meet the following additional requirements:

(@) The digital ID application must make use of secure audio visual
real time (live video conferencing/live photo selfies) technology
to (i) identify the customer, (ii) verify his/her identity, and also (iii)
ensure thedata and documents provided are authentic;

(b) The picture/sound quality must be adequate to facilitate
unambiguous identification;

(c) The digital ID application must include or be combined with
capahblity to read and decrypt the information stored in the
identi f i cati on document 0s machi ne re
authenticity checks from independent and reliable sources;

(d) Where the MRZ readers with an outsourced provider, théicensee
must ensure thatsuch party is authorized to carry out such services
and the nformation is current and up to date and readily available
such that thelicenseecan check that the decrypted information
matches theother information in the identification document;

(e) The digital ID application has the features for allowing facial
recognition or biometric recognition that can authenticate and
match the face and the customer dentification documents
independently;

() The digital ID solution has been tested by an independent expert
covering the governance and control processes to ensure the
integrity of the sdution and underlying methodologies,
technology and processes andsk mitigation. The report of the
expertodéos findings must be retained

(g) The digital ID application must enable an ongoing process of
retrieving and updating the digtal files, identity attributes, or data
fields which are subjectto documented access rights and
authorities for updating and changes; and

(h) The digital ID application must have the geclocation features
which must be used by thelicenseeto ensure that itis able to
identify any suspicious locations and to make additical inquiries
if the location from which a customer is completing the
onboarding process does not match the locatn of the customer
based on the information and documentation submitted.

AML: Anti -Money Laundering & Combating of Financial Crime 2021
Section AML-1.4:
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AML-1.4 Enhanced Customer Due Diligence:
Non Faceto-Face Business and New Technologies
(continued)

1

AML-1.4.8 Capital Market Service Providersising its digital ID application

—  must establish and implement a approved policy which lays down
the governance, control mechanisms, systems and procedufesthe

CDD which include:

(@) A description of the nature ofproducts and services for which
customer due diligence may be conducted through video
conferencing or equivalent electronic means;

(b) A description of the systems, controls and IT infrastructure
planned to be used;

(c) Governance mechanism related to this awtty;

(d) Specially trained personnel with sufficient level of seniority; and

(e) Record keeping arrangements for electronic records to be
maintained and the relative audit trail.

I

AML-1.4.4 Capital Market Service Providers must ensure that the

—— information referred to in ParagraphAML-1.2.1is collected in
adherence to privacy laws and other applicable laws of the country
of residence of the customer.

1

AML-1.4.5 Capital Market Service Provides must ensire that the information

L————  referred to in Subparagraph®AML-1.2.1 (a) to (f) is obtained poir to
commencing the digital verification such that:

(@) The licensee can perform its due diligence prior to the digital
interaction/communication and can raise targetedquestions at
such interaction/communication session; and

(b) The licenseecan verify the aghenticity, validity and accuracy of
such information through digital means (See ParagrappML -1.4.%
below) or by use of the methods mentioned in ParagragkML -1.2.3
and /or AML-1.4.3 as appropriate.

AML: Anti -Money Laundering & Combating of Financial Crime 2021
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AML-1.4

1
AML-1.4.6
L 1

1
AML-1.4.7
—

Enhanced Customer Due Diligence:
Non Face-to-Face Business and New Techologies

Capital Market Service Providersmust al obt ain t he

explicit consent to record the session and capture images as may be
needed.

Capital Market Service Providersmust verify the information in

ParagraphAML -12.1 (a) to (f) by the following methods below:

(@)

(b)

(©)

(d)

Confirmation of the date of birth and legal name by digital reading
and authenticating current valid passport or other official original
identification using machine readable zone (MRZ) or other
technology which has been approved under paragraph FC4.9,
unless the infamation was verified using national EKYC
application;

Performing real time video calls with the applicant to identify the
person and match the personds
facial recognition or bio-metric means with the office
documentation, (e.g. passport, CPR);

Matching the official identification document, (e.g. passport, CPR)
and related information provided with the document
captured/displayed on the live video call; and

Confirmation of the permanent residential address by, unless the
information was verified using national EKYC application
capturing live, the recent utility bill, bank statement or similar
statement from anotherlicenseeor financial institution, or some
form of official correspondence or official documentation card,
such as national identity card or CPR, from a public/governmental
authority, or a tenancy agreement or record of home visit by an
official of the licensee

AML: Anti -Money Laundering & Combating of Financial Crime 2021
Section AML-1.4:
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AML-1.4 Enhanced Customer Due Diligence:
Non Face-to-Face Business and New Technologies

AML-1.4.B  For the purposes of Paragr#iiL-1.4.7, actions takefor obtaining and verifying
customer identity could include:

(a)ColéctionPresent and collect identity attributes and evidence, either in person
and/or online (e.qg., by filling out an online faemding a selfie photo, uploading
photos of documentssucha passport or driverods 1|icel

(b)CertificatioDigital orphysical inspection to ensure the document is authentic and
its data or information is accurate (for example, checking physitaifeatures,
expiration dates, and verifying attribuie®ther services);

(c)Deduplicatipkstablish that the identitigrdibutes and evidence relate to a unique
person in the ID system (e.g., via duplicate record searches, biometric recognition
and/or deduplication algorithms);

(d)VerificationLink the individal to the identity evidence provided (e.g., using
biometric solubns like facial recognition and liveness detection); and

(e)Enrolmer identity account and binding: Create the identity accalissar
and link one or more authenticators with the igeatitount (e.g., passwords,
onetime code (OTC) generator on aadphone, etc.). This process enables
authentication.

AML-1.4.D  Not all elements of a digital ID system are necessarily 8mital.elements of
identity proofing and enrolment can beegitligital or physical (documentary), or a
combination, but bindg and authentication must be digital.

1

AML -1.420 Sufficient controls must be put in place to safeguard the datalating to

L———  customer information collected through the video conference arle
regard must be paid to the requirements of the Personal Da®aotection
Law (PDPL). Additionally, controls must be put in place to minimize
theincreased impersonation fraud gk in such non faceto-face
relationship where there is a chance that custan may not be who he
claims he is.

Overseas branches

1

AML-1421 Where Capital Market Service Providersntend to use a digital ID

-————— application in a foreign jurisdiction in which it operates, it must ensure
that the digital ID application meets with the requirements under
ParagraphAML -B.2.1.

AML: Anti -Money Laundering & Combating of Financial Crime 2021
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AML-1.5

AML-1.5.1

AML -1.5.2

AML -1.5.3

AML -1.5.8A

AML-1.5.8B

AML-1.5.3C

Enhanced Customer Due Diligence:
Politically Exposed Persons®EPS)

Capital Market Service Providey must have appropiate risk
management systems to determine whether a customer beneficial
ownerisaPol itically Expobothdat theeime af n
establishing business relations and thereafter on periodic basis.
Capital Market Service Proders must utilise publicly available
databases and information to establish whether a customer I®&P.

Capital Market Service Provideyr must establish a client acceptance
policy with regard to PEPSs, taking into account the reputational and
other risks involval. Senior management approval must be obtained
before a PEP is accepted as a customerCapital Market Service
Providersmust not acept a nonrBahraini PEP as a customer based on
customer due diigence undertaken using digital ID applications.

Where an existing customer is EP, or subsequently becomes BREP,
enhanced monitoring and customer due diligence measures must
include:

(@) Analysis of complex financial structures, including truss,
foundations or international business corporations;

(b) A written record in the customer file to establish that reasonable
measures have been taken to establish both the source of wealth
and the source of funds;

(c) Development of a profile of anticipated cusimer activity, to be
used in ongoing monitoring;

(d) Approval of senior management for allowing the customer
relationship to continue; and

(e) On-going account monitoring of the P E P acgount by seior
management (such as the MLRO).

In cases of higherrisk business relationships with such persons,
mentioned in ParagraphAML -1.5.1 Capital Market Service Providers
must apply, at a minimum, the measures referred to in (b), (d) and (e)
of ParagraphAML -1.5.3.

The requirements for all types bPEP must also apply to family or close
associates of suclPEPs.

For the purpose of Paragraph AL 5. 3 B, 6famil yd means sy
sons, daughters, sisters and brBBPher s.

whether sut association is due to the person bamgmployee or parinef the
PEPor of a firm represented or owned by B, or family links or otherwise.

AML: Anti -Money Laundering & Combating of Financial Crime 2021
Section AML-1.5:
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AML-1.5 Enhanced Customer DueDiligence:
Politically Exposed Persons (O6P

AML-1.5.4 [This Paragraph wdsleted in January 2020].
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AML-1.6

AML -1.6.]]

AML-1.6.2

AML -1.6.3

Enhanced Due Diligence: Charities, Clubs and Other
Societies

Capital market services must not be provided to charitable funds and
religious, sporting, social, cooperative ah professional and other
societies, until an original certificate authenticated by the relevant
Ministry confirming the identities of those purporting to act a their
behalf (and authorsing them to obtain the said service) has been
obtained. For clubs aml societies registered withthe General
Organisation for Youth and Sports (GOYS)Capital Market Service
Providers must contact GOYS to clarify whether the acuint may be
opened in accordance with the rules of GOYS.

Capital Market Service Prarghre reminded that cluésd societies registered with
GOYS may only have one account with banks in Bahrain.

Charities should be subject to enhanced transaction monitoring by
Capital Market Service Providers Capital Market Service Prowers

AML -1.64

AML -1.6.5

AML -1.6.6.

should develop a profe of anticipated account activity (in terms of
payee countries and recipient organizations in padillar).

Capital Market Service Provides must provide a monthly report of all
payments and transfers of BD3,000 (ogeivalent in foreign currercies)
and above, from accountéeld by charities registered in Bahrain. The
report must be submitted t osectiohe
AML -4.4for contact address), giving details of the amount transferred,
account name humber and beneficiary nane account and bank details.
Capital Market Service Providersnust ensurethat such transfers are in
accordance with the spending plans of the charity (in terms of amount,
recipient and country).

Article 20 of DecreeLaw No. 21 of 1989 (issumthe Law of Social and
Cultural Societies and Clubs and Private Orgasations Operating in
the Area of Youth and Sport and Private Institutions) provides that
Capital Market Service Providersmay not accept or process any
incoming or outgoing wire transfes from or to any foreign country on
behalf of charity and nonrprofit organisations licensed by the Ministry
of Social Development until an official letter by the Ministry
authorising the receipt or remittance of the funds hasden obtained by
the concerred Capital Market Servie Provider

The receipt of a Ministry letter mentioned inrule AML -1.6.5 above does
not exempt the concernedCapital Market Service Providerfrom
conducting normal CDD measures as outlined irother parts of this
Module.

AML: Anti -Money Laundering & Combating of Financial Crime July 2016
Section AML-1.6:
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CHAPTER AML -1:  Customer Due DiligenceReguirements

AML-17 Enhanced Due Diligence: 06Pool ed

AML-1.7.1 WhereCapital Market ServiceProvidersreceive pooled inds managed
by professional intermediaries (such as investment and pension fund
managers, stockbrokers and lawyers or authorized money transferors),
they must apply CDD measures contained isection AML-1.8to the
professional ntermediary. In addition, Capital Market Service
Providersmust verify the identity of the beneficial owners of the funds
where required as shown imules AML-1.7.2 and AML=1.7.3 below.

AML -1.7.2| Where funds pooled in an account areot co-mingled (i.e. where there

are -atcomb s o attributable to each be
owners must be identified by theCapital Market Service Provideand

their identity verified in accordance with the requirements irsection

AML-1.2.

AML-1.7.3| For accountsheld by intermediaries, whee such funds are camingled,
the Capital Market Service Providemust make a reasonable effort (in
the context of the nature and amount of the funds received) to look
beyond the intermediary and determine th identity of the bereficial
owners or underlyirg clients, particularly where funds are banked and
then transferred onward to other financial institutions (e.g. in the case
of accounts held on behalf of authorized money transferors)Where,
however, the ntermediary is subjetto equivalent regulatoryand Money

L aundering regulation and procedures (and, in particular, is subject to
the same due diligence standards in respect of its client base) the CBB
will not insist upon all beneficial owners being idenfied, provided the
bank has undertaken reasondd measures to determine that the
intermediary has engaged in a sound customer due diligence process,
consistent with the requirements irsection AML-1.8.

AML: Anti -Money Laundering & Combating of Financial Crime October 2010
Section AML-1.7:
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CHAPTER
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AML-1.7

AML-1.7.4

AML-1.7.5

Enhanced Due Diligence: O6Pool

For accounts held by intermediaries from foreign jurisdictions, the
intermediary must be subject to requirements to cobat Money
Laundering and terrorist financing consistent with the FATF
Recommendations and the intermediary must be supervised for
compliance with those requirements. TheCapital Market Service
Provider must obtain documentary evidence to support the caser not
carrying out custorrer due diligence measures beyond identifying the
intermediary. The Capital Market Service Providemust satidy itself
that the intermediary has identified the underlying beneficiaries and has
the systems and controls to allocatthe assets in the pooledccounts to
the relevant beneficiaries.

Where the intermediary is not empowered to provide the required
information on beneficial owners (e.g. lawyers bound by professional
confidentiality rules) or where the internediary is not subject to tle
same due diligence standards referred to above, Gapital Market
Service Providemust not permit the intermediary to open an account
or allow the account to continue to operate, unless specific permission
has been obtained irwriting from the CBB.

AML: Ant i-Money Laundering & Combating of Financial Crime July 2016
Section AML-1.7:
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AML-18 Introduced Business from Professional Intermediaries

AML-181 A Capital Market Servte Provider must only acceg customers
introduced to it by other Capital Market Service Providersfinancial
institutions or intermediaries, if it has satisfied itself that the introducer
concerned is subject to FATFequivalentmeasures andcustomer due
diligence measures WhereCapital Market Service Provides delegate
part of the customer due diligence measures to an introducer, the
responsibility for meeting the requirements o€hapters 1 and 2 remains
with the Capital Market Service Providernot the introducer.

AML-18.2| Capital Market Service Provides may only accept introduced business

if all of the following conditions are satisfied:

(@) The customer due diligence measures applied by the introducer
are consistent with those required by the FATF
Recommendations;

(b) A formal agreement is in place defining the respective roles of the
Capital Market Service Provideand the introducer in relation to
customer due diligence measures. The agreement must specify
that the customer due diligence measuresf the introducer will
comply with the FATF Recommendations;

(c) The introducer is able to provide all relevant data pertaining to the
identity of the customer and beneficial owner of the funds and,
where applicable, the party/parties on whose behalf theustomer
is acting; also, the introducer has confirmed that theCapital
Market Service Providewill be allowed to verify the customer due
diligence measures undertaken by the introducer at any stage; and

()  Written confirmation is provided by the introducerconfirming that
all customer due diligence measures required by the FATF
Recommendati ons have been foll owed
established and verified.In addition, the confirmation must state
that any identification documents or other customedue diligence
material canbe accessed by th€apital Market Service Provider
and that these documents will be kept for at leasive years after
the business relationship has ended.

AML -18.3| The Capital Market Service Providemust perform periodic reviews
ensuring that any intoducer on which it relies is in compliance with
the FATF Recommendations. Where the introducer is resident in
another jurisdiction, the Capital Market Service Providemust also
perform periodic reviews to verify whether the juisdiction is in
compliancewith the FATF Recommendations.

AML: Anti -Money Laundering & Combating of Financial Crime January 2018
Section AML-1.8:
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AML-18 Introduced Business from Professional Intermediaries
(continued)

AML-184| Shauld the Capital Market ServiceProvider not be satisfied that the
introducer is in compliance with the requirements of the FATF
Recommendations, the Capital Market Service Providermust not
accept further introductions, or discotinue the business relatioship
with the introducer.

AML: A nti-Money Laundering & Combating of Financial Crime July 2016
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AML-19

AML -19.1

AML -19.2

ShellFinancial Institutions
Accounts with Shell Finaneal Institutions

Capital Market Service Providexr must not establish business relations
with shell financial institutions which have no physical pesence or
ani nd and mamtlegudsdietiantirdwhich they are licensd
and which are unafiliated with a regulated financial group. Capital
Market Service Provides must not knowingly establish relations with
other Capital Market Service Providersr financial institutions that have
relations with shell financial institutions.

Capital Market Service Prowilers must make aSuspicious Transaction
Report to theFinancial Intelligence Directorate, Ministry of Interior and
the ComplianceDirectorate of the CBBIf they are approached by aghell
financial institutions or an institution they suspect of being ashel
financial institutions.

AML: Anti -Money Laundering & Combating of Financial Crime January 2020
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MODULE AML: é?itlm-eMoney Laundering & Combating of Financial

CHAPTER AML -1:  Customer Due DiligenceReguirements

AML-110 Simplified Customer Due Diligence

AML-11Q1| Capital Market Service Provides may apply simplified customer due
diligence measures, as described iparagraphsAML-11Q2 to AML -
1108, if:

(@) [This Subparagraphwasdeletedin January 201]8

(b) The transaction concerns the sale of@ecurity listed ona licensed
exchange issued as aresult of an initial public offering after
January 2006, and the customer already holds an investor number
and an allotment letter. Furthermore, thelicensed exchange
should have advised the broker (by circular) that all necessary
customer due diligence nformation and copies of all original
identification documents will be made available upon request
without delay;

(c) The customer is a company listed on a GCC or FATF member
state stock exchange with equivalent disclosure standards to those
of a licensed exclange

(d) The customer is a financial institution whose entire operations are
subject to AML/CFT requirements consistent with the FATF
Recommendations and it is supervised by a financial services
supervisor in a FATF or GCC member state farompliance with
those requrements;

(e) The customer is a financial institution which is a subsidiary of a
financial institution located in a FATF or GCC member state, and
the AML/CFT requirements applied to its parent also apply to the
subsidiary;

()  The custamer is the Central Bank ofBahrain ( @GBB6 ) licensed
exchange,or a licensee of theCBB; or

() The customer is a Ministry of a GCC or FATF member state
government, a company in which a GCC government is a majority
shareholder, or a company establi®d by decree in the GCC.

AML -1102| For customers falling under categor (b) in rule AML-11Q1, the
customerds name and contact informat.
the verification, certification and due diligence requirements (contained

in rules AML-1.2.3 AML-1.2.5,AML-1.2.6,AML-1.2.8,AML-1.2.9 and
AML-1.2.11), may be dispensed with.

AM L: Anti -Money Laundering & Combating of Financial Crime January 2019
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MODULE

AML: Anti-Money Laundering & Combating of Financial
Crime

CHAPTER

AML -1:  Customer Due DiligenceRequirements

AML-110

AML-1103

AML -1104

AML -1105

AML-1106

AML -11Q7

AML -1108

AML-11Q9

Simplified Customer Due Dligence (continued)
[This Paragraph was deleted in July 2018].

For customers falling under categories (c) to (g) imule AML-11Q1, the
information required under rule AML-1.2.7 (for legal entities) must be
obtained. However, the verification, certification and due diligence
requirements (contained inrulesAML -1.23, AML-1.2.5AML -1.2.6 AML -
1.2.8AML-1.2.9 andAML -1.2.11), may be dispensed with.

Capital Market Service Provideswishing to apply simplified due diligence
measures as allowetbr under categories (c) to (g) ofule AML -11Q1 must
retain documentary evidence supporting their categaation of the
customer.

Exampl es of such documentary evidence
webdte, confirming the liceed status of an institution, and internal papers attesting to
a review of the AML/CFT measures applied in a jurisdiction.

Capital Market Service Provideymay use authenticated SWIFT messages
as a basis for confirmabn of the identity of a fnancial institution under
rule AML-1101 (d) and (e) where it is dealing as principalFor customers
coming under rule AML-1101 (d) and (e), Capital Market Service
Providers must also obtain and retain a written statement fro the parent
institution of the subsidiary concerned, confirminghat the subsidiary is
subject to the same AML/CFT measures as its parent.

Simplified customer due diligence measures must not be applied where a
Capital Market Service Provideknows, suspects, or has eson to suspect,
that the applicant is engaged irMoneyL aundering or terrorism financing

or that the transaction is carried out on behalf of anothétersonengaged

in MoneyL aundering or terrorism financing.

AML -1.10.8ASimplified customer due diligencemeasures must not be applied in
LI sjtuations where the licensee has identified high ML/THPF risks.

[This Paragraph was deleted in July 2018]

AML: Anti -Money Laundering & Combating of Financial Crime 2021
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MODULE AML: é?i?r;'e\z/loney Laundering & Combating of Financial

CHAPTER AML -1:  Customer Due DiligenceRequirements

AML-1.11 Enhanced Due Diligence for Correspondent Accounts

AML -1.11.1 This Section, AML1.11applies to aCapital Market Service Providewhen
it provides correspondent account service®r characteristic similar to
correspondent account services

AML-1.11.2 When providing correspondent account serviceapital Market Service
Providers, must gather sufficient information (e.g. through a
guestionnaire) about theirrespondent financial insitution to understand
the nature of the respondent's business. Factors to consider to provide
assurance that satisfactory measures are in place at thespondent
financial institution includes:

(a) Information about ther e s pondent f i n aoweeishapl i ns
structure and managenent;

(b) Major business activities of th@espondent financial institutionand its
location (i.e. whether it is located in a FATF compliant jurisdiction) as
well as the location of its parent (where applicable);

(c) Where the customers ofthe respondent financial institution are
located,;

(d) The respondent financial institution AML/CFT controls;

(e) The purpose for which the account will be opened;

(f) Confirmation that the respondent financial institution has verified the
identity of any third party entities that will have drect access to the
account without reference to the respondent finanal institution
(payable through accouny;

(g) The extent to which the respondent financial institution performs on
going due diligence on customers with direct acas to the account
(payabke through account), and the condition of regulation and
supervisionint he respondent financi al i ns
published FATF reports). Capital Market Service Providers must take
into account the country where theespondent financial ingitution is
located and whether that country abides by the FATF
Recommendations when establishing correspondent relationships
with foreign entities. Capital Market Service Providers must obtain
where possible copies of the relevataws and regulations conerning
AML/CFT and satisfy themselves that the respondent financial
institution have effective customer due diligence measures consistent
with the FATF Recommendations;

AML: Anti -Money Laundering & Combating of Financial Crime January 2020
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MODULE AML: é?i?r;'e\z/loney Laundering & Combating of Financial

CHAPTER AML -1:  Customer Due DiligenceRequirements

AML-1.11 Enhanced Due Diligence for Correspondent Accounts
(continued)

(h) Confirmation that the respondentfinancial institution is able to
provide relevant customer identificatiordata on request to the @pital
Market Service Providers; and

() Whether the respondent financial institution has been subject to a
money laundering or terrorist financing investigation.

AML -1.11.3 Capital Market Service Providersust implement the following additional

measures, pior to opening a correspondent account:

(@) Complete a signed statement that outlines the respective
responsibilities of each institution in relation to money landering
detection and monitoring responsibilities; and

(b) Ensure that the @rrespondent relationshiphas the approval of senior
management.

AML-1.11.4 Where the correspondent account servicesnvolve a payable through

account, Capital Market Service Providrsmust be satisfied that:

(&) The respondent financial institution has performed appropriate
measures at least equivalent to those specified in Sect®AML -1.1 to
AML -1.8 (Customer Due Diligence) on the third party having direct
access to the payabkhrough account; and

(b) The respondent financial institution is able to peform ongoing
monitoring of its business relations with that third party and is willing
and able to provide CDD information to theCapital Market Service
Providerupon request.

AML-1.11.5% Capital Market Service Providersmust document the lasis for their
satisfaction that the rguirements in Paragraphs AME1.11.2, AMEL.11.3
and AML-1.11.4 are met.

AML-1.11.6 Capital Market Service Providersmust not enter into or continue
correspondent _account _servicesrelationship with another financial
institution th at does not have adequateontrols against money laundering

or terrorism financing activities, is not effectively supervised by the relevant
authorities or is a shell financial institution. Capital Market Service
Providers must pay particularattention when entering into or continuing
relationships with respondents located in jurisdictions that have poor KYC
standards or have been i dertoiofpieadath w
in the fight against money laundering/terrorist financing.

AML : Anti-Money Laundering & Combating of Financial Crime January 2020
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MODULE AML: éritln;le\}/loney Laundering & Combating of Financial

CHAPTER AML -1:  Customer Due DiligenceRequirements

AML-1.11 Enhanced Due Diligence for Correspondent Accounts
(continued)

AML -1.11.7 Capital Market Service Providersnust also take apropriate measures
when establishing a correspondent account serviceselationship, to
satisfy themselves that theirespondent financial institutions do not
permit their accounts to be used bghell financial institutions.

AML-1.11.8 In the case otorrespondent account servicedationships, th€apital Market
Service Providayenerally does not have direct relationships with the customers of
therespondent financial institutidrherefore, there is no expectation or requirement
for the Capital Markete®vice Provideto applyCDD on arespondent financial
i nst idustameromhiéhss, instead the responsibility oé$spendent financial
institution Nonetheless, it is consistent with theb#ded approach for tapital
Market Service Providan have some general emé$ therespondent financial
i nst i tustbnmierohase sas part of ascertaining the risks associated with the
respondent financial institutidself.

AML: Anti -Money Laundering & Combating of Financial Crime January 2020
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MODULE AML: é?itln;g/loney Laundering & Combating of Financial

CHAPTER AML-2: AML/CFT Systems and Controls

AML-2.1 General Requirements

AML-2.1.1 Capital Market Service Providesmustimplement programmes against

money laundering and terrorist financing whiclestablish and maintain

appropriate systems and aatrols for compliance wit the requirements

of this Module and which limit their vulnerability to financial crime.

These systems ad controls must be documented and approvednd

reviewed annually by théBoard of the Capital Market Service Provider

The documentation, and theBoardd s revi ew and approv
made available upon request to thEBB.

AML-2.1.2 The above systems and controls, and associated documented policies and procedures
should cover standards for customer acceptangejmgmonitang of highrisk
accound, staff training and adequate screening procedures to ensure high standards
when hiring employees.

AML: Anti -Money Laundering & Combating of Financial Crime July 2016
Secton AML-2.1: Page 1 of 1
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MODULE AML: é:]i'urr;(l\a/loney Laundering & Combating of Financial

CHAPTER AML-2: AML/CFT Systems and Controls

AML-2.2 On-going Customer Due Diligence and Transaction
Monitoring

Risk Based Monitoring

AML -2.2.1] Capital Market Service Provides must develop riskbased monitoring
systems appropriate to the complexity of their business, their number
of clients andtypes of transactions.These systems must be configured
to identify significant or abnormal transactions or patternsf activity.
Such systems must include limits on the number, types or size of
transactions undertaken outside expected norms; and mustciude
limits for cash ard non-cash transactionsincluding transactions in
accepted crypteassets

AML-2.2.2 Capital Market Service Proviigsk-based monitoring systems should therefore be

configured to help identify:

(a) Transactions which do not @ap to have a clear puspoor which make no
obvious economic sense;

(b) Sgnificant or large transactions not consistent with the normal or expected
behaviour of a customer; and

(c) Unusual patterns of activity (relative to other customers of the samerprofile
of similar types ofansactions, for instance because of differenrms of
volumes, transaction type, or flows to or from certain countries), or activity
outside the expected or regular patte

Automated Transation Monitoring

AML-22.3 | Capital Market Service Providey must consider the need to include
automated transaction monitoring as part of their rislbased
monitoring systems to spot abnormal or unusual flow of funds. In the
absence of automated transaicin monitoring systems, # transactions
above BD6,000 must b v i e ws@nificaansanddbe captured in a
daily transactions report for monitoring by the MLRO or a relevant
delegated official, and records retained by th€apital Market Service
Providers for five years after thedate of the transaction.

AML-2.2.4 TheCBBwould expect larg@apital Market Service Provgterinclude automated
transaction monitoring as part of their-naked monitoring systems. See also
Chaptes AML-3 andAML-6, reganthg the responsibilitie§the MLRO and record
keeping requirements. Where @apital Market Service Provigenot eceiving
fundsa for instance where it is simply acting as agent on behalf of a principal, and
the customer is directly remitting futalshe principa thenthe Capital Market
Service Providenay agree with the principal that the latter should beségpdor
the daily monitoring of such transactions.

AML: Anti -Money Laundering & Combating of Financial Crime January 2020
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MODULE AML: é:]i'urr;(l\a/loney Laundering & Combating of Financial

CHAPTER AML-2: AML/CFT Systems and Controls

AML-2.2 On-going Customer Due Diligence and Transaction
Monitoring (continued)

Unusual Transactions or Customer Behaviour

AML-2.2.5 Where a Capital Market Service Provided gisk-based monitoring
systens identify significant or abnormal transactions (as defined in
paragraphAML -2.2.2 andrule AML -2.2.3), it must verify the source of
funds for those transactions, particularly where the transactions are
above theeeeasienaltransactionsthreshold of BD6,0@. Furthermore,
Capital Market Service Provides must examine the background and
purpose to tlose transactions and document their findings. In the case
of one-off transactions where there is nongoing account relationship,
the Capital Market Service Proder must file a Suspiciaus Transaction
Report (STR) if it is unable to verify the source of fods to its
satisfaction (seeChapterAML -4).

AML-2.2.§ The investigations required underule AML -2.2.5 must be carried out
by the MLRO (or relevant delegateafficial). The documents relating
to these findings must be maintained fofive years from the date when
the transaction was completed (see alsale AML-6.1.1 (b)).

AML -2.2.7 Capital Market Service Provides must consider instances where there
is a 9gnificant, unexpected orunexplained change in customer activity.

AML-2.2.§ When an existing customer closes one account and opens another, the
Capital Market Service Providermust review its customer identity
information and update its records accordigly. Where the informaton
available falls short of the requirements containeth Chapter AML -1,
the missing or outof-date information must be obtained and reverified
with the customer.

AML-2.2.9 Once identification procedures have been satisfactoripjeted and, as long as
records concerning the customer are maintained in lin€haittes AML-1 and
AML-6, no further evidence of identity is needed when transactions are subsequently
undertakemvithin the expected level and type of activity foctisidmer, provided
reasomnbly regular contact has been maintained between the parties and no doubts

have arisen as to the customerds identi

AML: Anti -Money Laundering & Combating of Financial Crime 2021
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MODULE AML: é:]i'urr;(l\a/loney Laundering & Combating of Financial

CHAPTER AML-2: AML/CFT Systems and Controls

AML-22 On-going Customer Due Diligence and Transaction
Monitoring (continued)

On-going Monitoring

AML -2.2.10 Capital Market Service Providersmust take reasonable steps to:

(a) Scrutinize transactions undertaken throughout the cougsof that
relationship to ensure that transactions being conducted are
consistent withthec api t al mar ket knevdedgeiofc e pr o
the customer, their business risk and risk profile; and

(b) Ensure that they receive and maintain wpo-date and releant
copies of the identifcation documents specified in Chapter AML
1, by undertaking reviews of existing records, particularly for higher
risk categories of customers. Capital Market Service Prowers
must require all customers to provide wgo-date idertification
documents in their standard terms and conditions of business.

AML -2.2.11 Capital Market Service Providersmust review and update their
customer due diligence information at least everngthree years,
particularly for higher risk categories of cstomers. If, upon
performing such a review, copies of identification documents are more
than 12 months outof-date, the Capital Market Service Providemust
take steps to obtain updated copies as soon as possible

AML -2.2.12 Capital Market Service Prowlersmust in addition to rulesAML -2.2.10
and AML-2.2.11, maintainnformation and documents in respect to
client transactions such as date of executigwalue of transaction, type
of Securitiesand identity of the counterparty.

AML: Anti -Money Laundering & Combating of Financial Crime October 2017
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AML: Anti-Money Laundering & Combating of Financial
Crime
AML-2A: Money Transfers and Accepted Crypto-asset
Transfers

MODULE

CHAPTER

AML-2A1 Appl i cabil ity and CBB&6s Approac
Crypto-assets

AML -2A.1.1| The requirements of this SectionAML -2A.1, applies tadCapital Market
Service Providergincluding Crypto-asset licenseeas well as third party
service providers) if they act as arordering financial institution,
intermediary financial institution or ben€ficiary financial institution.

AML-2A.1.2 A third party service provider that providesaccepted crypteasset

transfers and/or electronic transfer of funds (wire transfer) on behalf of
aCapital Market Service Providelirrespective of whether the third prty
service provider is licensedy the CBB or not, mustcomply with the
requirements of Paragraph AME2A.1. A Capital Market Service
Provider is ultimately responsible for the functioning and activities of
the third party service provider and must ensuréhat the third party
service pravider meets all regulatoy obligations as specified in this
Section.

CBB6s Approach to Traassetser of Accept

AML-2A.1.3 As with financial payment methodscepted cryptassetsan be used to quickly
move (transfer) funds globally andiaigilitate a range ofhfincial activities. Similar
to mobile or internet based payment services and meclhanimed cryptassets
can be used to transfer funds in a wide geographicalthraalasge number of
counterparties.

AML -2A.1.4 The CBB considers transactions inglving transfer ofaccepted crypte
assetsas functionally analogous to wire transfer. ThereforeCapital
Market Service Providergincluding crypto-asset licensees whenrever
their transaction, whether in fiat currency oraccepted crypto-assets
involves () a traditional wire transfer, or (ii) anaccepted crypteasset
transfer, must comply with the requirements of Paragraph AMRA.2
unless stated otherwise.

AML: Anti -Money Laundering & Combating of Financial Crime January 2020
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MODULE

AML: Anti-Money Laundering & Combating of Financial
Crime

CHAPTER

AML-2A: Money Transfers and Accepted Crypto-asset
Transfers

AML-2A.2

AML -2A.2.1

AML -2A.2.7

AML -2A.2.3

AML -2A.2.4

Transfer of Accepted Crypteassets and Wire Transfer

Accepted Cryptoeasset Transfer to be Considered as Cross Border
Transfer

Capital Market Service Roviders (including crypto-asset licensees)
must consider all transfers oficcepted crypteassetsas crossborder
transfer rather than domestic transfer.

Outward Transfers

Capital Market Service Providermust include all requiredoriginator
information and requred beneficiary information details with the
accompanying transfer of accepted crypteassets and/or wire
transfer of funds they make on behalf of their customers.

For purposes of this Sectiongriginator information refers to the
information listed in Subparagraphs AME2A.2.7 (a) to (c) and
beneficiary information refers to the information listed in
Subparagraphs AML:2A.2.7 (d) and (e).

Inward Transfers

Capital Market Service Providersust:

(a) Maintain records (in accordance with Giapter AML-6 of this
Module) of all originators information received with an inward
transfer; and

(b) Carefully scrutinize inward transfers which do not contain
originator information (i.e. full name, address and account
number or a unique customer identificaion number). Capital
Market Service Providersnust presume that such transfers are
Osuspicious transactionsd and
for determination asto possible filing of STR, unless (i) the
ordering financial inditution is able to promgly (i.e. within two
business days) advise théicenseein writing of the originator
information upon the | i c e nregaestd(Refer to Paragraph
AML -2A.2.5); or (ii) he ordering financial institution and the
licensee are acting ortheir own behalf (as pmcipal).

AML: Anti -Money Laundering & Combating of Financial Crime January 2020
Section AML-2A: Page 2 of 6
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MODULE AML: é:]i'urr;(l\a/loney Laundering & Combating of Financial
CHAPTER AML-2A: Money Transfers and Accepted Crypto-ass

Transfers

AML-2A.2 Transfer of Accepted Crypteassets and Wire Transfer
(continued)

AML -2A.2.5 The period of 2 business days provided tardering financial
institution by the Capital Market Service Provideunder Paragraph
AML -2A.2.4(b)(i) to furnish the originator information is only
applicable while undertaking fund transfer (taditional wire transfer)
and must not be used in case of transfer atcepted crypteassets

AML -2A.2.6 While undertaking acceped crypto-asset transfer, &apital Market
Service Providemust ensure that theordering financial institution
transmits the originator and beneficiary information immediately
(Refer to Paragraph AML2A.2.9).

Accepted Crypteasset Transfer and Cross Bder Wire Transfer

AML -2A.2.7 Information accompanying allaccepted crypteassettransfer as well

as wire transfer must alays contain:

(a) The nameof the originator;

(b) The originator account number (e.g. IBAN or crypteasset
wallet) where such araccount is used to process the transaction;

(c)The originatords addr ess, or na-t
customer identification number, or date and plae of birth;

(d) The name of thebeneficiary, and

(e) The beneficiary account number (e.g. IBAN or cryptasset
wallet) where such an account is used to process the transaction.

AML-2A.2.8 Where aCapital Market Service Providerdertakes a transfer a€cepted
crypteassetit is not necessary foretlinformation referred to in Paragraph
AML-2A.2.7 to be attached directly to dlaeepted cryptassetransfers itself.
The information can be submitted either directly or idgirect

AML -2A.2.9 A Capital Market Service Providemwvhile undertaking trander of
accepted crypteassetmust ensure that the requirecbriginator and
beneficiaryinformation is transmitted immediately and securely.

AML-2A.2.10 For the purposes of ParagrafML-2 A. 2 . 9, med<eticauthe gprowdeér
of the information must ptect it from unauthorized disclosure as well as ensure
that the integrity and availability of the required information is maintained so as
to facilitate recordkeeping and the ubesuxh information byfinancial
institution The ter m 0 ihatthe gtavidet of theyinformatem n s
must submit the required information simultaneously or concurrently with the

transfer itself of thaccepted cryptasset

AML: Anti -Money Laundering & Combating of Financial Crime January 2020
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Transfers

AML-2A.2 Transfer of Accepted Crypto-assets and Wire Transfer

AML -2A.2.1

1

AML -2A.2.1

AML-2A.2.13

(continued)

The CBB recognises that unlike tradional fiat currency wire
transfer, not everyaccepted crypteassettransfer involves (or is
bookended by) two institutions (crypteasset entities or financial
institution). In instances in which anaccepted crypteassettransfer
involves only one finanal institution on either end of the transfer
(e.g. when anordering financial institution sendsaccepted crypte
assetson behalf of its customers, th@riginator, to abeneficiarythat
is not a customer of ébeneficiary financial institution but rather an
individual user who recéves theaccepted crypteassettransfer usng
his/her own distributed ledger technology (DLT) software, such as
an unhosted wallet), the financial institution must still ensure
adherence to Paragraph AM{2A.2.7 for their customerThe CBB
does not expectthat financial institutions, when originating an
accepted crypteasset transfer, would submit the required
information to individual users who are not financial institutions.
However, financial institutions receiving anaccepted cypto-asset
transfer froman entity that is not a financial instituton (e.g. from an
individual accepted crypteasset user using his/her own DLT
software, such as an unhosted wallet), must obtain the required
originator information from their customer.

Domestic Wire Transfer

Information accompanying domesic wire transfers must also
include originator information as indicated for crossborder wire
transfers, unless this information can be made available to the
beneficiary financial instituion and the CBB by othemeans. In this
latter case, theordering financial institution need only include the
account number or a unique transaction reference number, provided
that this number or identifier will permit the transaction to be traced
back tothe originator or the beneficiary.

For purposes of Payjmph AML2A.2.12, the information should be made
available by therdering financial institutiowithin three business days of
receiving the request either fromlibaeficiary financialstitutionor from the
CBB.

AML: Anti -Money Laundering & Combating of Financial Crime January 2020
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MODULE AML: é?itlm-eMoney Laundering & Combating of Financial

CHAPTER | AML-2A: Money Transfers and Accepted Crypto-asset Transfers

AML-2A.2 Transfer of Accepted Crypteassets and Wire Transfer
(continued)

AML-2A.2.14 It is notnecessary for the recipient institution to pass the originator information
on to thebeneficiary The obligation is discharged simply by notifying the
beneficiary financial institutiafi the originator information at the time the
transfer is mad

Resporsibilities of Ordering, Intermediary and Beneficiary
Financial Institutions

Ordering Financial Institution

AML -2A.2.15  The ordering financial institution must ensure that wire transfers as
well asaccepted crypteassetransfers contain requred and accurate
originator information, and requiredbeneficiaryinformation.

AML -2A.2.16  The ordering financial institution must maintain all originator and
beneficiary information collected in accordance with Paragraph
AML-6.1.1.

AML -2A.2.17  The ordering financial institution must not execute the wire transfer
or accepted crypteassettransfer if it does not comply with the
requirements of Paragraphs AME2A.2.15 and AME2A.2.16.

Intermediary Financial Institutions

AML -2A.2.18 For crossborder wire transérs andaccepted crypteasset transfers
financial institutions processing an intermediary element of such
chains of wire transfers and/oraccepted crypteassettransfers must
ensure that all originator and beneficiary information that
accompanies a wire ransfer andaccepted crypteassettransfer is
retained with it.

AML -2A.2.19 Where technical limitations prevent the requiredoriginator or

beneficiary information accompanying a crossorder wire transfer
from remaining with arelated domestic wire tranger, a record must
be kept, for at least five years, by the receiving intermediary
institution of all the information received from theordering financial
institution or anotherintermediary financial institution.

AML: Anti -Money Laundering & Combating of Financial Crime January 2020
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MODULE AML: é?itlm-eMoney Laundering & Combating of Financial

CHAPTER | AML-2A: Money Transfers and Accepted Crypto-asset Transfers

AML-2A.2 Transfer of Accepted Crypteassets and Wire Transfer
(continued)

AML -2A.2.20  Anintermediary financial institution must take reasonale measures
to identify crossborder wire transfers andaccepted crypteasset
transfer that lack required originator information or required
beneficiaryinformation.

AML -2A.2.21 An intermediary financial institution must have eféctive risk-based

policies and procedures for determining:

(a) When to execute, reject, or suspend a traditional wire transfer
lacking required originator or required beneficiary information;
and

(b) The appropriate followup action.

Beneficiary Financial Institution

AML -2A.2.22 A beneficiary financial institution must take reasonable measures to
identify crossborder wire transfers as well agccepted crypteasset
transfer that lack required originator or required beneficiary
information. Such measures may ifade post-event monitoring or
reaktime monitoring where feasible.

AML -2A.2.28 For wire transfers as well asaccepted crypteasset transfer, a
beneficiary financial institution must verify the identity of the
beneficiary, if the identity has not been preiously verified, and
maintain this information in accordance with Paragraph AMLE6.1.1.

AML2A.2.24| A beneficiary financial institution must have effective riskbased

policies and procedures for determining:

(a) When to execute, reject, or suspend a traditiah wire transfer
lacking required originator or required beneficiary information;
and

(b) The appropriate followup action.

AML: Anti -Money Laundering & Combating of Financial Crime January 2020
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MODULE AML: é:]i'urr;(l\a/loney Laundering & Combating of Financial

CHAPTER AML-3: Money Laundering Reporting Officer (MLRO)

AML-3.1 Appointment of MLRO

AML-3.1.1 Capital Market Service Providey must appoint a Money Laundering
Reporting Of f i cer ( 0 ML positior) of the MLR@ is a
controlled function and the MLRO is an approvedPerson

AML-3.12 For details of BB& s r e qui mg comtrolledsfunctieng and dpiproved
Persons seethe relevant licensing Module, such as MAE, CSIRbModule
Amongst other things, approv&grsonsrequire CBB approval before being
appointed, which is granted only if theyy ara s s e s s e do paesr 66 ffiotr atnh
function in question. A completed Form 3 must accompany any request for CBB
approval.

AML-3.13  The position of the MLRO must not be combined with functions that
create potential conflicts of interest, such as amternal auditor or
business line head. The position othe MLRO may not be outsourced.

AML-3.14 Subject taqule AML-3.13, however, the position tfe MLRO may otherwise be
combined with other functions in tBapital Market Service Provjderch ashiat
of Compliance Officeiin cases where the volume and geographical spread of the
business is limited and, therefore, the demands of the function akelnado li
require a full time resourcBuleAML-3.17 requires that the MLRO idédrector
or empbyee of theCapital MarkeService Provideso the function may not be
outsourced to a third party employee.

AML-3.1.4A  For purposs of Paragraphs AMB.1.3 and AMI3.1.4 aboveCapital Market
Service Providemsust clearly state in the Application fpp#ved Person Statdis
Form 36 when combining the MLRO or DMLRO position with any other position
within theCapital Market ServiceoRiders

AML -3.15  Unless exempted by the CBB, gapital Market Service Providermust
appoint deputy MLRO to act forthe MLRO in his/her absence. The
deputy MLRO must be resident in Bahrain unless otherwise agreed
with the CBB.

AML-3.1.5A Where &LCapital Market Servi€goviderseeks an exemption from appointment of
Deputy MLRO, from the CBB, it must provide in writinghe satisfaction of ¢h
CBB, the nature, scale and complexity of their business and the alternative
arrangements thatd Capital Market Service Provideall implement when the
MLRO isnot available to carry out ttentrolled function

AML-3.16 Capital Market Service Pideis should note that although the MLRO may delegate
some of his functiongitherto other empulyees of the&Capital Market Service
Provideror even (in the case of larger groups) to individuals performing similar
functions for dher group entities, theesponsibility for compliance with the
requirements of thigloduleremains with th€apital Market Service Providad
the designated MLRO. The deputy MLRO should be able to support the MLRO
discharge his responsibilities andefmutise for him in his aénce.

AML: Anti -Money Laundering & Combating of Financial Crime January 2020
Section AML-3.1: Page 1 of 2
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MODULE AML: é:]i'urr;(l\a/loney Laundering & Combating of Financial

CHAPTER AML-3: Money Laundering Reporting Officer (MLRO)

AML-3.1 Appointment of MLRO (continued)

AML -3.17|  So that he can carry out hiunctions effectively,Capital Market Service
Providers must ensure that their MLRO:

(a) Is aDirector or a member of senior management of th€apital
Market Service Provider

(b) Has a sufficient level of seniority within theCapital Market
Service Provider has the authority to act without interference
from business line management and has direct access to the
Board and senior management (where necessary);

(c) Has sufficient resources, including sufficient time and (if
necessary) support staff, and has designated replacement to
carry aut the function should the MLRO be unable to perform his
duties;

(d) Has unresticted access to all transactional information relating
to any financial services provided by th€apital Market Service
Provider to that customer, orany transactions conductd by the
Capital Market Service Provideon behalf of a customer;

(e) Is provided with timely information needed to identify, analyge
and effectively monitor customer accounts;

(H Has access to all customer due diligence informat obtained by
the Capital Market Service Providerand

(g) [Isresident in Bahrain.

AML -3.18 In addition, Capital Market Service Providexr must ensure that their
MLRO is able to:

(@) Monitor the dayto-day operation of its policies and procedures
relevant to this Module; and

(b) Respond promptly to any reasonable request for information
made by theFinancial Intelligence Directorate, or the CBB.

AML -3.19 If the position of the MLRO falls vacant, the Capital Market Service
Provider must appoint a permaent replacement (after btaining CBB
approval), within 120 calendar days of the vacancy occurring. Pending
the appointment of a permanent replacement, th€apital Market
Service Provider must make immediate interim arrangements
(including the appointment of an acting MLRO) to ersure continuity
in the MLRO functionds performance.
must be approved by th&€€BB. Any action taken by the Deputy MLRO
will be regarded as having the same authority as if it had beetone by
the MLRO.

AML: Anti -Money Laundering & Combating of Financial Crime January 2020
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MODULE

AML: Anti-Money Laundering & Combating of Financial
Crime

CHAPTER

AML-3: Money Laundering Reporting Officer (MLRO)

AML-3.2

AML -3.2.1

Responsibilities of the MLRO

The MLRO is responsible for:

(@)
(b)

()
(d)

(e)

(f)

(9)

(h)

Establishing and maintaining the Capital Market Service
Providerd AML/CFT policies and procedures;

Ensuring that the Capital Market Service Providecomplies with
the AML Law, any other applicable AML/CFT legislation and
this Module;

Ensuring dayto-day compliance with theCapital Market Service
Provider® own internal AML/CFT policies and procedures;

Acting as the Capital Market Service Providd€i snain point of
contact in respect of handling internalSuspicious Transaction
Reports from theCapital Market Service Provides staff (refer to
section AML-4.1) and as the main contact for the Financial
Intelligence Directorate, the CBB and other concerned bodies
regarding AML/CFT;

Making external Suspicious TransactionReports to theFinancial
Intelligence Directorate and the Compliance Directorate (refe to
section AML -4.2);

Taking reasonable steps to establish and maintain adequate
arrangements for staff awareness and training on AML/CFT
matters (whether internal or external), as p&hapter AML -5;
Producing annual repots on the effeciveness & the Capital
Market Service Providegd AML/CFT controls, for consideration
by senior management, as pewule AML -3.3.3and following-up
on the status of any anomaly identified or remedial measure
required by the CBB

On-going monitoring of what may, n his opinion, constitute
high-risk customer accounts; and

Ensuring that the Capital Market Service Providemaintains all
necessary CDD, transactions, STR and staff training records for
the required periods (refer tsection AML -6.1).

AML: Anti -Money Laundering & Combating of Financial Crime October 2019
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MODULE AML: ,é?inrr;(l\a/loney Laundering & Combating of Financial
CHAPTER AML-3: Money Laundering Reporting Officer (MLRO)

AML-3.3 Compliance Monitoring

Annual Compliance Review

AML -3.3.1 Capital Market Service Providesmust take appropriate step to identify
and assesgheir money laundering and terrorist financing risks (for
customers, countries or geographic areas; and products, services,
transactions or delivery channels). They must document those
assessments in ordeto be able to demonstrag their basis, keep these
assessments up to date, and have appropriate mechanisms to provide
risk assessment information to the CBB. The nature and extent of any
assessment of money laundering and terrorist financing risks museb
appropriate to the natue and size of the business.

AML-3.3.1A  Capital Market Service Providaould always understand their money laundering
and terrorist financing risks, but the CBB may determine that individual documented
risk assessments are equired, if the specifitsks inherent to the sector are clearly
identified and understood.

AML -3.3.8B A Capital Market Service Providemust review the effectiveness of its
AML/CFT procedures, systems and controls at least once each
calendar year. Thereview must cover theCapital Market Service
Providerand its branches and subsidiaries both inside and outside the
Kingdom of Bahrain. A Capital Market Service Providemust monitor
the implementation of those controls and enhance them if necessary.
The scope of the review mustrniclude:

(&) A report, containing the number of internal reports made in
accordance withsection AML -4.1, a breakdwn of all the results
of those internal reports and their outcomes for each segment of
the Capital Market Service Preider's business, and aranalysis of
whether controls or training need to be enhanced;

(b) A report, indicating the number of external reprts made in
accordance withsection AML-4.2 and, where &apital Market
Service Providethas made an internal reporbut not made an
externalreport, noting why no external report was made;

(c) A sample test of compliance with thisModuleb s cust omer
diligence requirements; and

(d) Areport as to the quality of theCapital Market Service Providédy s
anti-money launderhg procedures, systems ah controls and
compliance with the rules of alicensed exchangeand licensed
clearing house and or central depository, AML Law and this
Module.

AML: Anti -Money Laundering & Combating of Financial Crime 2021
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MODULE

AML: Anti-Money Laundering & Combating of Financial
Crime

CHAPTER

AML-3: Money Laundering Reporting Officer (MLRO)

AML-3.3

AML -3.3.2

AML-3.3.2A

AML-3.3.2B

AML -3.3.2C

AML-3.3.2D

AML-3.3.2E

Compliance Monitoring (continued)

The reports listed underrule AML -3.3.B (a) and (b) must be made by
the MLRO. The sample testing required underule AML-3.3.B (c)
must be undertken either by the Capital Market Service Provided s
internal audit function its external auditos or a consultancy firm
approved by the CBB The report required underrule AML-3.3.B (d)
must be made by theCapital Market Service Providdy xternal
auditors or a consultancy firmapproved by the CBB

In order for a consultancy firm to be approved by the CBB for the purposes of
ParagrapML-3 . 3. 2, such firm should provide
with:
(a) A sample AML/CFT report prapd for a financial ingition;
(b) A list of other AML/CFT related work undertaken by the firm;
(c) A list of other audit/review assignmententaken, specifying the nature of the
work done, date and name of the licensee; and
(d) An outline of anysaignment conducted for @n cooperation with an
international audit firm.

The firm should indicate which personnel (by name) wil evo the report
(including, where appropriate, which individual will be the team leader) and
demonstrate thaall such persons havppeopriate qualifications in one of the
following areas:

(a) Audit;

(b) Accounting;

(c) Law; or

(d) Banking/Finance.

Capital Market Service Providersmust ensure that the personnel

conducting the review are qualied, skilled and have adquate

experience to conduct such a review. At least two persons working on

the report (one of whom should be the team leader) must have:

(@ A minimum of 5 years profesional experience dealing with
AML/CFT issues; and

(b) Formal AML/CFT training.

Submission of a curriculum vitae for all personnel to be engaged on the report is
encouraged for the purposes of evidencing the above requirements.

Upon receipt of the above required information, the CBB Coogplidrectorate

will asses the firmand communicate to it whether it meets the criteria required to be
approved by the CBB for this purpose. The CBB may also request any other
information it considers necessary in order to conduct the assessment.

AML: Anti -Money Laundering & Combating of Financial Crime January 2020
Section AML-3.3: Page? of 3
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MODULE

AML: Anti-Money Laundering & Combating of
Financial
Crime

CHAPTER

AML-3: Money Laundering Reporting Officer (MLRO)

AML-3.3

AML -3.3.3

AML-3.3.4

AML -3.3.5

AML-3.3.6

Compliance Monitoring (continued)

The reports listed under rule AML=3.3.B must be submitted to the
Capital Market Service Provi d e Bdasl for it to review and
commission any required remedial measures and copied to tRapital
Mar ket Ser v senierm&agementd er 0 s

The purpose of the annual compliance review is to aSsigita Marke®ervice

P r o v iBdasdand senior management to assess, amongst other things, whether
internal and external reports are being made (as required under ChagienAdL
whether te overall number of such reports (which may otherwise appear
satisfactofydoes not conceal inadete reporting in a particular segment of the
Capi t al Ma r k e busifessr(or, whem relévartd, in ipadtieutadbsanches
or subsidiaries)Capitd Market Service Providestsould use their judgement as to

how the repds listed under rule AMB.3.B (a) and (b) should be broken down in
order to achieve this aim (e.g. by branches, departments, product lines, etc).

Capital Market Service Provides must instruct their external auditor to
produce the report refered to inrule AML -3.3.B (d). The report must
be submitted to theCBB by the 3¢ of Juneof the following year. The
findings of this review must be received and acted updy the Capital
Market Service Provider

The external auditors maiyrepon work performed hilge Capital Market Service
Provided isternal audit function as part of their procedures for producing the report
referred to imuleAML-3.3.5.

AML: Anti -Money Laundering & Combating of Financial Crime January 2020
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MODULE AML: é:]i'urr;(l\a/loney Laundering & Combating of Financial

CHAPTER AML-4: Suspicious Transaction Reporting

AML-4.1 Internal Reporting

AML-4.1.1 Capital Market Service Providesmust implement procedures to ensure

that staff who handle customer business (or are managerially
responsible for such staff) make eeport promptly to the MLRO if they

know or suspect that a customer (or @&erson on whose behalf a

customer may be acting)s engaged inMoneylL aunderingor terrorism
financing, or i f the transaction or
appears unusual or gspicious. These procedres must include
arrangements for disciplining any member of staff who fails, without
reasonable g&cuse, to make such a report.

AML-4.1.2 WhereCapital Market Service Provides® i nt er nal processe.
staff to consult with their line managers befre sending a report to the

MLRO, such processes must not be used to prevent reports reaching

the MLRO, where staff have stated that they have knowledge or

suspicion that a transiction may involveMoneyL aunderingor terrorist

financing.

AML: Anti -Money Laundering & Combating of Financial Crime October 2010
Section AML-4.1: Page 1 of 1
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MODULE

AML: Anti-Money Laundering & Combating of Financial
Crime

CHAPTER

AML-4: Suspicious Transaction Reporting

AML-4.2

AML -4.2.7,

AML -4.2.7

AML -4.2.3

AML -4.2.4

External Reporting

Capital Market Service Provideymust take reasonable steps to ensure
that al reports made underseciion AML-4.1 are considered by the
MLRO (or his duly authorised delegate). Having considered the report
and any other relevant informationif the MLRO (or his duly authorised
delegate), still suspects that aPerson has been engagd in Money
Laundering or terrorism financing, or the activity concerned is
otherwise still regarded as suspiciousie mustreport the fact promptly
to the RelevantAuthorities. Where no report is made, th®ILRO must
document the reasons why.

To take reasonable stepsas required underrule AML-4.2.1,Capital

Market Service Provides must:

(@) Require the MLRO to consider reports made undesectionAML -
4.1 in the light of all relevantinformation accessible to or
reasonably obtainable by the MRO;

(b) Permit the MLRO to have access to any information, including
Know Your Customer information, in the Capital Market Service
Providers possession which could be relevant; and

(c) Ensure tha where the MLRO, or his duly authorised delegate,
suspectsthat a Personhas been egaged in Money L aundering
or terrorist financing, a report is made by the MLRO which is not
subject to the consent or approval of any oth&erson

Reports to theRelevantAuthorities made underrule AML -4.2.1 must be
sent to the Financial Intelligence Directorate at the Ministry of the
Interior, and the CBB6 s C o m Dirdactarate using the Suspicious
Transaction Reporting Online System (Online STR system). STRs in
paper format will not be accepted.

Capital Market Service Provides must report all suspicious transactions
or attempted transactions. This reporting requirement applies
regardless of whether the transaction involves tax matters.

AML: Anti -Money Laundering & Combating of Financial Crime October 2019
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MODULE AML: é?it'n;gﬂoney Laundering & Combating of Financial
CHAPTER AML-4: Suspicious Transaction Reporting

AML-4.2 External Reporting (continued)

AML -4.2.5 Capital Market Service Providesmust retain all relevant details of STRs
submitted to the RelevantAuthorities, for at leastfive years.

AML-4.2.4 In accordance with the AML Law, Capital Market Service Provides;

their Directors, officers andemployees

(@ Mu st not war n or )i thefr @ustomer§, &thei ppi ng
beneficial owner or other subjects of the STR when information
relating to them is being reportedo the RelevantAuthorities; and

(b) In cases whereCapital Market Service Provideréorm a suspicion
that transactions relate to money laundering or terrorist financing,
they must take into account the risk of tippingoff when perforning
the CDD process. If he Capital Market Service Providereasonably
believes that performing the CDD proceswill tip -off the customer
or potential customer, it may choose not to pursue that process, and
must file an STR.

AML: Anti -Money Laundering & Combating of Financial Crime January 2018
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MODULE AML: érniiln-g/loney Laundering & Combating of Financial

CHAPTER AML-4: Suspicious Transaction Reporting

AML-4.3 Reporting tothe SRO

AML-4.3.11 The MLRO, whenever he becomes aware or believes, or has reason to
believe that a client is involved in & oneyL aundering offence, shall in
addition to the reporting insection AML -4.2, inform the SRO on which
the transaction is taking place, or where th8ecuritiesor cash is being
held, in which case the SRO mustunless instructed otherwise by a
RelevantAuthority, stop the execution of the susious transaction and

any Security deposited with the SRO or othelCapital Market Service
Provider.

AML: Anti-Money Laundering & Combating of Financial Crime October 2010
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MODULE

AML: Anti-Money Laundering & Combating of Financial
Crime

CHAPTER

AML-4: Suspicious Transaction Reporting

AML-44

AML -4.4.1

AML -4.4p

Contacting the Relevant Authorities

Reports made by the MLRO or his duly authorised delegate under
Section AML-4.2 must be sent electronically using the Suspicious
Transaction ReportingOnline System (Online STR system).

The relevant authorities are:

Financial Intelligence Directorate (FID)
Ministry of Interior

P.O. Box 26698

Manama, Kingdom of Bahrain
Telephone: + 973 17 749397

Fax: + 973 17 715502

E-mail: bahrainfid@moipolice.bh

Director of Compliance Directorate
Central Bank of Bahrain

P.O. Box 27

Manama, Kingdom of Bahrain
Telephone: 17 547107

Fax: 17 535673

E-mail: Compliance@cbb.gov.bh

AML: Anti -Money Laundering & Combating of Financial Crime October 2019
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MODULE AML: é:]i'urr;(l\a/loney Laundering & Combating of Financial

CHAPTER AML-5:; Staff Training and Recruitment

AML-5.1 General Requirements

AML-5.1.1 Capital Market Service Providesmust take reasonable steps to provide
periodic training and information to ensure hat staff who handle
customer transactions, or are managerially responsible for such
transactions, are made aware of:

(@) Their responsibilities under the AML Law, thisModule, and any
other relevant AML/CFT laws andregulations;

(b) The identity and respamsibilities of the MLRO and his deputy;

(c) The potential consequences, both individual and corporate, of any
breach of the AML Law, this Module and any other relevant
AML /CFT laws or regulations;

(d) TheCapital Market Service Providér surrent AML/CFT policies
and procedures;

(e) Moneyl aunderingand terrorist financing typologies and trends;

() The type of customer activity or transaction that may justify an
internal report in accordance withsection AML -4.1;

(g) The Capital Market Service Providdyr procedures for making an
internal report as persection AML -4.1; and

(h) Customer duediligence measures with respect to establishing
business relations with customers.

AML-5.1.2 The information referred to inrule AML-5.1.1 must be brought to the
attention of relevant new emplgees of Capital Market Service
Providers, and must remain available for reference by staff during their
period of employment.

AML-5.1.3 Relevant new employees must be given AML/CFT training whin three
months of joining aCapital Market Service Provider

AML-5.1.4 Capital Market Service Provider must ensure that their AML/CFT
training for relevant staff remains ugo-date, and is appropriate given
the Capital Market Service Providey activities and customer base.

AML-5.1.5 TheCBBwould normally exgect AML/CFT training to be provided to relevant staff
at least once a year.

AML-5.1.4 Capital Market Service Providey must develop adequate screening
procedures to ensure high standarde/hen hiring employees. These
procedures nust include controls to pevent criminals or their
associates from being employed b@apital Market Service Provides:

AML-5.1.6A For the purposes of Paragraph FG.1.6, Capital Market Service

Providers must obtain a good conduct certificate from the Mirstry of
Interior prior to hiring any Bahraini employee

AML: Anti -Money Laundering & Combating of Financial Crime January 2021
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MODULE

AML: Anti-Money Laundering & Combating of Financial

Crime

CHAPTER AML-6: Record Keeping

AML-6.1 General Requirements

CDD and Transaction Records

AML-6.1.1 Capital Market Service Provides must comply with the record-keeping

requirements contained in the AML Lawand in the CBB Law Capital

Market Service Provides must therefore retain adequate records

(including accounting and identification records), for the following
minimum periods:

(@)

(b)

AML-6.1.1 A

AML -6.1.1B

AML -6.1.1(

)

For customers, in relation to evidence of identity and business
relationship records (such as application formsaccount files and
business correspondence, including the results of any analysis
undertaken (e.g. enquiries to establishthe background and
purpose of complex, unusual large transactions)jor at leastfive
years after the customer relationship has ceased; and

For transactions, in relation to documents enabling a
reconstitution of the transaction concerned, for at lea$ive years
after the transaction was completed.

For the purposes of Subparagraph AMi6.1.1(b),crypto-asset
licenseesmust maintain all records of transactions in such form
or manner that individual transactions can be reconstructed
swiftly and the records can assaate the transactions to a natural
person.

Crypto-asset licenseesmust maintain information obtained
through enhanced customer due diligence (refer CRA 1.3 of
Module CRA), including information relating to the
identification of the relevantcustomers, the public keys (or
equivalent identifiers), addresses or accountsnvolved (or
equivalent identifiers), the nature and date of transaction and the
amount transferred.

Crypto-asset licenseeselying solely on the public information
available on the blockchain or other type of distributed ledger
underlying the accepted crypteassetfor record keeping in not
sufficient for compliance with AML-6.1.1 and AMLE6.1.1A. The
information available on the blockchain o other type of
distributed ledger may enable to trace transactions back to a
wallet, though may not readily link the wallet address to the
name of the customer and the beneficial owneCrypto-asset
licenseesmust ensure that additional information necessy to
associate the wadt address to a natural person is maintained.

AML: Anti -Money Laundering & Combating of Financial Crime January 2020
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MODULE AML: An_tl-Money Laundering & Combating of Financial
Crime
CHAPTER | AML-6: Record Keeping

AML-6.1 General Requirementgcontinued)

Compliance Records

AML-6.1.2 Capital Market Serice Provides must retain copies of the reports
produced for their annual compliance review, as specified inle AML -
3.3.1, for at leadive years. Capital Market Service Provideymust also
maintain for five years reports madeo, or by, the MLRO madein
accordancewith sections AML -4.1 andAML -4.2, and records showing
how these reports were dealt with and what action, if any, was taken as
a consequence of those reports.

AML -6.1.3| When required to deliver the original copy o& record concerning any
transaction, or a document pertaining thereto before the expiry of the
prescribed period, theCapital Market Service Provides shall observe
the following:

(&) They shall maintain a completecopy of the delivered record or
documents unil the end of the periodprescribed for maintaining the
original records or documents.

(b) They shall maintain a record of the delivered documents.

Training Records

AML-6.1.4 Capital Market ServiceProviders must maintain for at leastfive years,
records showing the dates when ANL/CFT training was given, the
nature of the training, and the names of the staff that received the
training.

Access

AML -6.15 | All records required to be kept under ths section must be made
available for prompt and swift acess by theRelevant Authorities or
other authorisedPersons

AML: Anti -Money Laundering & Combating of Financial Crime October 2010
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MODULE

AML: Anti-Money Laundering & Combating of Financial
Crime

CHAPTER

AML-7: General Requirements in Relation to Securities

AML-7.1

AML -7.1.1

AML-7.1.2

AML-7.1.3

AML -7.1.4

General Requirements in Respect oSubstantial
Shareholding

Any Personwhose ownership alone or his ownership together with
that of his minor children, or any other accounts under his disposal,
or the ownership of any of his associate or affiliate companies
amounts to 5% or more bany listed Security of a joint stock
company, must notify the licensed exchange forthwith, whicmust

in turn notify the CBB of this fact and the CBB may declare the name
of the Personwho owns such stake.

[This Paragraph was deleted ifDctober 2019.

All persons must obtain CBB prior written approvalo execute any
order that will bring their ownership alone or their ownership
together with their minor children, or the accounts standing under
their disposalto 10% or more in anylisted security. Any further
increase of 1% or more shall also be subject @BB prior written
approval.

Without prejudice to any greater penalty prescribed under the
Prevention and Prohibition of the Money Laundering Law or any
other law, a lveach of theprovisions d section AML-7.1 shall result
in the cancellation of the transaction, and th@ersonin breachmust
bear all costs arising in this connection.

AML: Anti -Money Laundering & Combating of Financial Crime October 2019
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MODULE

AML: Anti-Money Laundering & Combating of Financial
Crime

CHAPTER

AML-7: General Requirements in Relation to Securities

AML-7.2 Requirementsfor Listing

AML -7.2.1

No local or foreign company shall be listed oa Licensed Exchange
unless their documents of incorporation are complete and satisfy all
legal requirements applicable in theKingdom, or in their countries
of incorporation to the extent that these are comparable to this
Module, as the case may be.

AML: Anti -Money Laundering & Combating of Financial Crime October 201
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MODULE AML: é?itlm-eIVloney Laundering & Combating of Financial

CHAPTER | AML-7: General Requirements in Relation to Securities

AML-73 Requirementsfor Offering

AML -7.3.1] No Security shall be offered for public subscription in the Kingdom
unless the issuing company is duly incorporated under the laws of
the Kingdom, or the laws of itscountry of incorporation,as the case
may be, satisfying all terms and conditions governing & public
offering of Securitiesin the Kingdom, and abiding by the conditions
and requirements stipulated under the Commercial Companies Law
and the Disclosure Sindards in force in the Kkhgdom.

AML -7.3.2] No Securityissued to the bearer shall be offeredisted, traded or
deposited on a Licensed Exchange.
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MODULE AML: Anti-Money Laundering & Combating of Financial

Crime
CHAPTER | AML-7: General Requirements in Relation to Securities

AML-74 Requirementsfor Deposit

AML -7.4.1

A Security shall not be accepted in the Central Depository System
unless its authenticity is approved by the concerned shares registrar
and the client shall provide theCentral Depository Systenwith any
amendment or change which may occur in such particulars.
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MODULE AML: é?i'urr;(l\a/loney Laundering & Combating of Financial
CHAPTER AML-8: Acceptance of Cash

AML-8.1 Acceptance of Cash

AML -8.1.1

AML-8.1.2

AML -8.1.1A

[This Paragraph was deleed in January 2020].

A Capital Market Service Provider, whether at the commencement
of or during a business relationship, must not acceptashfrom a
customer, whether for investment purpose or as payment for
servicesprovided by theCapital Market Service Provideexcept for
payment of one time or normrecurring fees (symbolic feeswith a
value not exceedingfwo Hundred Bahraini Dinars for the services
provided by the Capital Market Service Providesuch as account
opening fees, fees for prading statements, fees for printing
documents and certificates of various types and such other sees.

If the value of a transaction is paid for by cheque by a third party
other than the purchaser, the identity of such third gty shall be
verified.
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MODULE AML: é?itlrr;le\z/loney Laundering & Combating of Financial

CHAPTER AML-9: NCCT Measures and Terrorist Financing

AML-9.1 Special Measures for NorCooperative Countrieor
Territories (O6NCCTsd)

AML-9.1.1| Capital Market Servie Provides must give special attention to any

dealings they may have with entities oPersonsdomiciled in countries
or territories which are:
@l dentified by theobBpEFaasveéing O6non
(b) Notified to Capital Market Service Provides from time-to-time by
the CBB.

AML-9.1.2 Whenever transactions with such parties have no apparent economic or
visible lawful purpose, their background and purpose must be +e
examined and the findings documented. If suspicions remairbaut the
transaction, these must be reported to theRelevant Authorities in
accordance withsection AML -4.2.

AML-9.1.3 Capital Market Service Providersmust apply enhanced due diligence
measures to business relationships and transactions with natural aedal
persons, and finagial institutions, from countries where such measures are
called for by the FATF. The type of enhanced due diligence measures
applied must be effective and proportionate to the risks.

AML-9.1.4 With regard to jurisdictions idéieid as NCCTs or thoséigh in the opinion of the

CBB, do not have adequate AML/CFT syst#inesCBB reserves the right to:

(@) Refuse the establishment of subsidiaries or branches or representative offices of
financial institutions from such jurisdiasip

(b)  Limit businessetationships or financial transactions with such jurisdictions or
persons in those jurisdictions;

(c) Pronibit financial institutions from relying on third parties located in such
jurisdictions to conduct elements of the CDD pgjces

(d) Require financiahstitutions to review and amend, or if necessary terminate,
correspondent relationships with finane#ltutions in such jurisdictions;

(e) Require increased supervisory examination and/or external audit requirements for
brancles and subsidiaries afdicial institutions based in such jurisdictions; or

() Require increased external audit requiremeffitsaiacial groups with
respect t@ny of their branches and subsidiaries located in such jurisdictions.
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MODULE

AML: Anti-Money Laundering & Combating of Financial
Crime

CHAPTER

AML-9: NCCT Measures and Terrorist Financing

AML-9.2

Terrorist Financing

AML -9.2.1A4

\Capital Market Service Providersnust implement and comply with

United Nations Security Councilresolutions relating tothe prevention

AML -9.2.1

AML -9.2.2

AML-9.2.3

AML-9.2.4

AML-9.2.5

AML -9.2.6

AML-9.2.7

and suppression of terrorism and terrorist financingCapital Market
Service Providersnust freeze, without delay, thdunds or other assets
of, and to ensure that nofunds or other assets are made available,
directly or indirectly, to or fa the benefit of, any person or entity either
(i) designatedby, or under the authority of, the United Nations Security
Council under Chapter VII of the Charter of the United Nations,
including in accordance with resolution 1267(199) and its successor
resolutions as well as Resolution 2178(2014) or (ii) designated as
pursuant to Resolution 1373(2001).

Capital Market Service Provideymust comply in full with the provisions
of the UN Security Council AnttT errorism Resolition No. 1373 of 2001
(WUNSCR 13736) .

[This Paragraphwas deletedn January 2018

A copy of UNSCR 1373 is included in Part B of Volu(@apital Markej)s under
6Suppl ement ar y CBBWelsitemat i ond on t he

Capital Market Service Provides must report to theCBB details of:

(a) Funds or other financial assets or economic resources held
with them which may be the subject of Article Baragrapls (c) and
(d) of UNSCR 1373; and

(b) All claims, whether actual or contingent, whib the Capital Market
Senice Provider has onPersonsand entities which may be the
subject of Article 1, Paragraphs (c) and (d) of UNSCR 1373.

For the purposes ofileAML-7 . 2. 4, & f un dresowcas o tnhce ru dfeisn a nbcu
is not limitedo) shares in any undéitey owned or controlled by tRersonsand

entities referred to in Article Raragraph(c) and(d) of UNSCR 1373, and any

associated dividends received bZ#dpmtal Market Service Provider

All reports or notificaons under thissectonmu st be made to t he
Compliance Directorate.

SeesectionAML-4.3 for the Compliand2i r e ¢ tcantack detail®.s
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MODULE

AML: Anti-Money Laundering & Combating of Financial
Crime

CHAPTER

AML-9: NCCT Measures and Terrorist Financing

AML-9.3

AML -9.3.1

AML-9.3.2

AML -9.3.3

Designated Persons and Entities

Without prejudice to the general duty of allCapital Market Service
Providers to exercise the utmost care when dealing witRersonsor
entities who might come underArticle 1, Paragrapts (c) and (d) of
UNSCR 1373Capital Market Service Providesmust not deal with any
Persons or entities designated by theCBB as potentially linked to
terrorist activity.

The CBB from timeto-time issues t&€apital Market 8gce Providey lists of
designateBersonsand entities believed linked to terrorigtapital Market Service
Provides are required to verify that they have no dealings with these designated
Personsand entities, and report back their findings t€Bi&@ Names designated

by the CBB includePeronsand entities designated by the United Nations, under
UN Security Council Resolution 128NSCR 1267.

Capital Market Service Providey must report to the Relevant
Authorities, using the procedues contained insection AML -4.2, details
of any accounts or other dealings with designateersonsand entities,
and comply with any subsequent directions issued by thBelevant
Authorities.
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